International Journal of Informatics Society, VOL.11, NO.1 (2019) 45-53

45

Regular paper

Unsupervised Biometric Anti-spoofing using Generative Adversarial Networks
Vishu Gupta† , Masakatsu Nishigaki† , and Tetsushi Ohki†
†

Faculty of Informatics, Shizuoka University, Japan
vishu@sec.inf.shizuoka.ac.jp, {nisigaki, ohki}@inf.shizuoka.ac.jp
Abstract - With the advent of new technologies, the methods of presentation attacks as well as the security measures
taken against it is diversifying with each passing day and are
competing with each other. The imposter can make access
to a system illegally by deceiving the security through the
use of material containing artificial biometrics traits like a
printed photo, display, etc. Therefore, we propose a novel
presentation attack detection algorithm which can ensure security against unknown presentation attacks without any prior
knowledge of fake samples. Moreover, our proposed algorithm can detect presentation attack with a single static image
only. The essential tasks are divided into two parts, creating
a smooth manifold of live samples and determining whether
the manifolds includes the query image. In this paper, we
utilize one class system such as SVM(Support Vector Machine) and DCGAN(Deep Convolutional Generative Adversarial Network) to learn the manifold of live samples. For
DCGAN we propose a liveness scoring scheme based on the
AnoGAN(Anomaly Generative Adversarial Network) Framework. Based on these, we utilize the proposed method to palm
presentation attack detection. Through our experiment, we
were able to produce decent results by using palm live/fake
image dataset.
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1 INTRODUCTION
Along with the development of artificial intelligence and
cryptographic technology, a society approaching not only simple tasks but also decision making of people to computers is
coming. In such a society, it will become an important requirement to guarantee that the outsourcing was performed
by the user’s own will, and also to correctly detect it when
counterfeiting acts are forged or improperly tampered. It is
essential to guarantee the authenticity of the terminal in addition to the authenticity of the terminal itself to satisfy these
requirementsṪhe biometric authentication system is drawing
attention, which can guarantee the authenticity of the terminal
user.
Biometric authentication system (BAS) registers preliminary collected biometric information as a template and verifies whether it belongs to a legitimate user by calculating the
similarity with the biometric information acquired at the time
of authentication. BAS uses a biometric feature of the person
without fear of forgetting, losing, or theft compared to an authentication method using a password or a token. In addition

to the advancement of traditional application in fields such as
immigration control, ATM, the entry and exit management,
recent years, personal use in mobile terminals has been expanding.
On the other hand, biometric information such as faces,
sounds, fingerprints, handwriting is difficult to keep secret in
daily life. Biometric presentation attack is becoming a significant threat since false biometric information becomes more
sophisticated along with the rapid development of sensors,
printers, and manufacturing machines.
To develop a BAS that is secure against presentation attacks, demand for designing a robust presentation attack detection(PAD) algorithms which classify an input sample as
live or fake is increasing.
Many previous approaches discussed the PAD features which
can guarantee security against a specific impersonation attack such as frequency spectrum for printed photo [1], [2],
three dimensionalities of live face [3], motion-based feature
for video [4] and so on. However, the methods of presentation attacks are diversifying day by day. It is difficult to learn
in advance PAD features that can detect all these attacks.
Regarding the problem, PAD algorithms have made it possible to detect various presentation attacks by combining multiclass classifier that solves the classification problem between
live and various fake samples such as [5]–[8]. However, these
methods still have some issues. At first, it is necessary to obtain not only biometric samples but also a large number of
fake samples for each type of presentation attack. Second,
the PAD algorithm does not guarantee whether an anomaly
sample is classified as a presentation attack. Here we define anomaly sample as a sample that is not included in the
samples for training. Note that anomaly sample includes not
only samples intended to resemble a live sample but also any
synthetic samples since it is sufficiently effective in the registration process. There exists an attack using synthesized input that can impersonate the majority of registered users [9].
Also, attacks that send arbitrary commands to unregistered
home interactive speakers by using sounds in the inaudible
area [10]. Capturing such attacks with pre-trained PAD features is difficult.
The subject of this paper is to investigate the security against
the presentation attack using an anomaly sample as features
of biometric information such as the face, palm, etc. differ
depending on the modality. Therefore, we utilize DCGAN
to perform the estimation of the distribution of biometric information to solve the fundamental problem of making PAD
difficult due to the diversification of attacks. Moreover, it is
impossible to predict the counterfeit that will be used as an
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impersonation of the real sample while performing the antispoofing using a biometric system. Therefore, by making use
of one class system neural network which uses anomaly detection to distinguish fake sample from the true sample, we
can make a better system to counter spoofing attacks.
In the experiment conducted in this paper, we used a custommade database created out of palm images as it was easy to
create unknown samples as well as it was found realistic that
the attacker may perform the counterfeit attack by using a
rubber glove, displayed photo, etc. in an attempt to break into
the system.
Additionally, our method relies on a single static image to
detect presentation attack. Such a method can also be directly
applied to deal with video spoof or be integrated with a videobased palm PAD algorithm for better performance. The main
contributions of this work are as follows:
1. We propose a novel Presentation Attack Detection (PAD)
algorithm which can be learned only with live samples
and guarantee security against an anomaly sample by
utilizing GAN based anomaly detection algorithm.
2. Proposed PAD algorithm is evaluated with custom-made
database (Custom-Made Database containing live and
fake palm samples) and achieved 3% of HTER (Half
Total Error Rate) by using a model trained only with
live samples.

2 RELATED WORK
All the prior research that has been conducted on Anomaly
detection is performed by having to train the system by using
both live samples along with fake samples which are used for
presentation attack. For all these conducted researches, the
core difference lies in the method used to model the real and
fake attempts. Prior methodologies based on the employed
cues are being classified in a recent study [11] where they are
divided into three major categories.
The first category is a method to detect face liveness which
relies on image quality/distortion measures. Work in [12]
which consists of identifying print attacks using the difference in the 2D Fourier spectra is an example of the method in
this category. The work stated in [13] utilizes the Lambertian
model which comprises of variational Retinex based approach
and Gaussian filters difference as its two methods. The work
in [14] uses power spectrum and local binary patterns [15]
to exploit both frequency and texture information. [16] modeled spatial and temporal information for face presentation
attack. [17] proposes the combination of motion and texture
methods via score level fusion. Difference-of-Gaussian filters
to choose specific frequency bands for feature extraction was
done in [18]. The work done in [19] proposes presentation
attack detection by analyzing the texture represented using
multi-scale local binary pattern [15] which provides a unique
feature space for coupling spoofing detection and face recognition. The results from [20] reported good performance on
Replay-Attack database.
The second category uses methods which are based on detecting different signs of vitality which make use of characteristics corresponding to live faces. For example, presentation

attack detection in [21] uses blinking which is used with others cues in other work. Such as [22] recommend the use of
all the dynamic information content of the video represented
using dynamic mode decomposition method. The work done
in [23] utilizes both eye-blink and scene content clues as a
hybrid face liveliness detection system against spoofing with
photographs, videos, and 3D models of a valid user in a face
recognition system.
The last category consists of methods based on the difference in motion patterns between real and presentation attacks. It is assumed that the presentation attack have rigid
motion whereas real-access attempts has both rigid and nonrigid motion. This approach depends on the fact that real accesses correlate with 3D structures whereas presentation attack media are often at 2D planes. Eulerian motion magnification using two sets of features composed of LBPs(Local
Binary Patterns) [15] to enhance facial expressions is a typical case of the method in this category. The new liveness
detection method is proposed in [24] which utilizes the difference in optical flow fields generated by the movements of
2D planes and 3D objects. A countermeasure against face
presentation attack was proposed in [4] which were based on
foreground/background motion correlation using optical flow
showing promising results on the Photo-Attack database. The
work in [3] used geometric invariants to detect replay attacks
once a set of automatically located facial points are detected
which was evaluated on two publicly available databases of
NUAA [13] and HONDA [25].
While most of the existing methods use real access data to
try and learn a general classifier to outline presentation attack
attempts, work in [26] uses both texture and motion cues, the
authors built two presentation attack detection methods, one
being a generative approach while the other being a discriminative method to study the client-specific information embedded in the feature space and its effects on the performance of
the system. Similarly, the work in [27] proposes a method
using a classifier trained explicitly for each subject.
The current work regarding detection mechanism share some
similarities to the existing approach which utilizes image content representation is distinct in the way we formulate the existing the detection problem. The standard approach used to
detect an anomaly in an image uses two-class formulation
where they separate the negative from the positive samples,
our proposition uses one-class pattern classification methods,
testing it in a modified as well as an existing method which
yields good results to identify presentation attack attempts.
Moreover, the evaluations are performed by using a custommade database which better reflects the difficulties of detection in realistic scenarios. Also, many of the existing papers are supervised and conducted using face images/videos.
These papers are evaluated using public databases such as Replay Attack Database. However, all of these public databases
aims at the evaluation of counterfeit samples that imitate living organisms and does not assume the possibility of attacks
that are performed by using unknown samples.For this reason, in this paper, we created our custom-made database of
palm for evaluation by considering the possibility of various
unknown samples. The reason for choosing Palm as a modal-
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ity is that it is smaller in size as compared to face, the database
can be made easily with an inexpensive camera, and it is easy
to create an unknown counterfeit of the entire palm by wearing gloves or by making a false palm out of different compounds.

3 PRESENTATION ATTACK DETECTION
USING ANOMALY GAN
3.1 Generative Adversarial Networks
Goodfellow et al. introduced a concept of Generative Adversarial Network(GAN) [28] which learns a generator expression indistinguishable by a discriminator by training a
generator model and discriminator model simultaneously. The
aim of the generator is to fool the discriminator by learning
the probability distribution of the input samples. Let x be an
input sample whose true probability distribution is p(x). G
is a generator that takes a latent vector z randomly selected
from the latent space Z and outputs a new sample G(z). The
discriminator D then outputs the probability that the given
input is either the true input from p(x) or the G(z) from the
generator. These two models are simultaneously trained using the min-max game of the formula:
min max V (D, G) = Ex∼p(x) [log D(x)] +
D

G

Ez∼pz (z) [log(1 − D(G(z)))]

(1)

Radford et al. [29] introduced deep convolutional generative adversarial networks (DCGAN) for unsupervised learning of features by utilizing convolutional neural networks as
the generator and discriminator network. More specifically,
they replaced the pooling layer with stride convolution layer
so that the network can learn its own spatial upsampling. Additionally, they removed the full connection layer at the top
of the convolution feature to improve model stability. Finally,
batch normalization was utilized to suppress training problems caused by poor initialization and helps the propagation
of gradients in deep models by normalizing each unit to have
zero mean and unit variance.

3.2 Proposed Anomaly GAN for PAD
To detect presentation attack using a single image, we propose unsupervised learning to identify anomalies in imaging
data as candidates for the fake sample. Fig. 1 shows an
overview of our proposal. Our proposed scheme is based
on unsupervised anomaly detection scheme proposed in [30]
which is aimed at detection of disease markers in medical
imaging(hereafter, AnoGAN). AnoGAN uses DCGAN to learn
a manifold of live sample variability, accompanying an anomaly
scoring scheme based on the mapping from image space to a
latent space.

Figure 1: Overview of our proposal.
be detected as an unknown input.In DCGAN [29], generator
uses latent vector z chosen from latent space Z uniformly
at random to obtain a smooth mapping G(z) to palm image
manifold X .
3.2.2

Deriving Latent Vector

We can detect the Presentation Attack by checking whether
query image xq is included in the palm image manifold X
learned in the clause 3.2.1. Since DCGAN calculates G(z)
using the randomly chosen latent vector z, G(z) corresponds
to a random point on the palm image manifold X . Consequently, the distance between G(z) and the query image xq
does not necessarily become small even if it is a live sample.
Therefore, to detect an anomaly sample, we should confirm
the existence of a latent vector zb that has a sufficiently small
b) on the manidistance between the query image xq and G(z
fold X .
For finding the zb from randomly chosen latent vector z, we
use the backpropagation approach proposed in [30]. The loss
function L(z γ ) for backpropagation is defined as follows:
L(z γ ) = (1 − λ) · LR (z γ ) + λ · LD (z γ )

(2)

where z γ is an updated latent vector to fool discriminator
D, LR (z γ ) is the generator loss, LD (z γ ) is the discriminator
loss and λ is a fixed parameter for convex combination. The
residual loss and the discriminator loss can be obtained as
follows:
∑
LR (z γ ) =
|xq − G(z γ )|
(3)
∑
LD (z γ ) =
|f (xq ) − f (G(z γ ))|
(4)
where f (·) is an output of the discriminator function. Only
the coefficients of z are adapted via backpropagation. The
trained parameters of the generator model and discriminator
b is obtained by apmodel are kept fixed. In our proposal, z
plying backpropagation process α times with query image xq
b is used in classifiand randomly selected z. The obtained z
cation process.

3.2.1 Palm Imaging Model
We learn the palm image manifold X on the image space with
unsupervised learning using only the live palm images. When
a query image is not included in the learned manifold X , it can

3.2.3

Classification

In classification process, we investigated the three types of
score function, anomaly score A(x), residual score R(x), and

discriminator score D(x), respectively. The relationship between each score is defined as follows:
A(xq ) = (1 − λ) · R(xq ) + λ · D(xq )

(5)

where the residual score R(xq ) and discrimination score D(xq )
are defined by the residual loss LR (b
z ) and discriminator loss
LD (b
z ) using at the α update iteration of the mapping procedure to the latent space, respectively. All score functions
output a large score for an anomaly image. In our
experiments, we use λ = 0.9 in equations (2) and (5) which was
found empirically due to preceding experiments on our palm
dataset.
3.2.4 Cumulative score calculation
The experiment performed in [30] requires the trained model
to be executed for α times and also requires to perform numerous backpropagation steps even if the sample was obviously an anomaly sample. Therefore, We propose to utilize a
cumulative score C(xq , β) for a query image xq at β-th backpropagation step which is as follows:
C(xq , β) =

β
∑

A(xq,b )

(6)

b=0

where A(xq,b ) is an anomaly score for b-th backpropagation
step.
If the target is a live sample, A(xq,b ) will decrease more
sharply as the backpropagation step increases since G(z) and
live sample are within the same manifold X . Therefore, if
we assume that α is the maximum count for the execution
of backpropagation, then the input sample can be classified
as a live sample if the value of cumulative score C(xq , α)
is smaller than the threshold th. On the other hand, if at a
certain point β whose value is β < α, the calculation can
be canceled and the input sample can be classified as a fake
image as soon as the cumulative score satisfies C(xq , β) >
th. For this reason, it is possible to reduce the amount of
calculation as compared with the usual method which always
requires α times calculation for the backpropagation.

4 EXPERIMENT
In this section, first, a description of the custom-made database
and the evaluation protocols used in this experiment is provided, following by experimental results obtained from the
database used. All the experiments were carried out using
Python with the tensorflow and pytorch library on a machine
with configuration (Intel i7-5930K, 64GB RAM, 12x Intel(R)
Core(TM), Ubuntu 64bit) environment.

4.1 Database
Many previous works have used public live/fake dataset
such as Replay-Attack Database [2] and Unconstrained Smartphone Spoof Attack (USSA) Database [31]. However, it contains only a specific type of fake photo and video samples
making it inadequate in terms of anomaly samples. Therefore,
in our experiment, we constructed a custom-made database to

make sure that the system is being able to make a clear distinction between live and fake samples even when the system
encounters unexpected inputs such as palm with a glove, palm
with a vinyl glove, etc. which have no direct relation with the
hand. So, in our custom-made database, we prepared a large
amount of data to check whether the system will be able to
counter any fake sample provided to it by the attacker as an
input.
The custom-made database used in the experiment consists
of 8748 live samples and 6648 fake samples of palm with an
image resolution of 160x120 pixels taken directly from approximately 2000 people with ten different types of mobile
cameras (LG G5, LG Nexus 5x, LG Nexus 5, Sony Xperia X Performance, Elephone P9000, Sharp Aquos SHV34,
Doogee X5max, Huawei GR5 (KII-L22), ASUS zenfone2
(Z00D), ASUS P008). The images are taken in different noncontrolled indoor surrounding conditions such as, inside office with different background or inside the building with varying conditions of lighting which also includes photo that is
made in a dark place with the help of flashlight ,etc with varying postures in order to anticipate all kind of possibilities of
the images that will be used as the input for the system. The
training set used to train the AnoGAN model comprises of
randomly selected 8000 live samples. The test set in total consist of 7396 samples out of which 748 were live palm samples
and 6648 were fake palm samples from cases not included in
the training set. The training that we are performing in this
experiment is uncontrolled without of external interference.
Example of true samples and different variety of fake samples
that were used while training the system is given as below in
Fig. 2. In order to include as many variety of unexpected
fake samples as possible to check the accuracy of the system,
we included photos such as (b)printed photo, (c)hand wearing synthetic glove, (d)hand wearing cotton glove,(e)printed
photo that were cut from the border of the hand part in order
to resemble hand in 2D, (h)gelatin or (g)ham which may not
have direct relation with the hand but can resemble skin and
(f)photo that were taken from a digital device such as iPad or
webcam.

4.2

Evaluation Protocol

The manifold of live images was solely learned on image
data of live cases with the aim to model the variety of live appearance. So for that purpose, 8000 live samples are selected
from the database as noted earlier to develop the model. In
a real case scenario, it is difficult for users to collect 8000
images in order to create a model for such evaluation, but
this problem can be solved by using learned models provided
by vendors who have easy access to a large amount of data
which will be used to generate the required model for the experiment, real-life use, etc. For performance evaluation in
anomaly detection, we ran various protocols exploited by researchers.
4.2.1

Our Protocol

All the training and test conducted for the anomaly detection
in this work are based on the one class system where only the
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(a) live

(b) printed photo

(a) True sample

(b) Generated image for (a)

(c) synthetic glove

(d) cotton glove

(c) Fake sample

(d) Generated image for (c)

Figure 3: Example samples used for training the model for
1 class system and the respective image produced by the
AnoGAN after performing 100 backpropagation. (a)True
sample (b)Image generated by AnoGAN for true sample
(c)Fake sample (d)Image generated by AnoGAN for fake
sample.
(e) trimmed photo

(g) ham

(f) display photo

(h) synthetic compound

Figure 2: Example samples used for training the model for
1 class system. (a) is an example of true sample used for
training the model and (b) to (h) are the different variety of
fake samples that were used for testing the model.
live samples are used to develop the model. In particular, the
following systems are used for the development and evaluation:
• AnoGAN+RAW: The AnoGAN which uses one class
system trained using the original image
• SVM1+RAW: The one-class SVM with a Gaussian kernel trained using the original image
• SVM1+LBP: The one-class SVM with a Gaussian kernel trained using the LBP feature
For each of these protocols, the model was trained using
8000 live samples and the test was conducted by using 100
fake samples along with 100 live samples which were not included in 8000 live samples that were used for training the
model to check the accuracy of the model in order to distinguish the fake samples from the live samples. Residual score
R(xq ) is taken into account in order to differentiate between
live samples and fake samples. The purpose of this unsupervised one class training is to find the epochs whose training
accuracy as well as prediction accuracy are good and which
does not cause overfitting. For this dataset the epochs which

showed the best result is 50. As we try to increase the epochs
the accuracy of the model decreased. In this experiment, the
unsupervised learning was conducted by changing the epochs
as 20, 25, 50,· · · ,100. In the result section of this experiment,
we used the result of 25 epochs as the representative example
and the result of 50 epochs as it shows the best result. The
residual score can vary each time the test is conducted even
if the image used for testing is the same because the residual
score measures the visual dissimilarity between query image
xq and generated image G(zb) in the image space by finding a
point zb in the latent space that corresponds to an image G(zb)
that is visually most similar to query image xq and that is located on the manifold X . We ran 100 backpropagation steps
(α = 100) for the mapping of new images to the latent space
Z. The image produced after performing 100 backpropagation is given as in Fig. 3 which shows that the trained model
can generate reasonably realistic looking images when a live
sample is used for the classification of the image as the image
is generated from inside the manifold X . On the other hand,
when a fake sample is used for the classification process, as
the images are obtained from the same manifold, images that
are close to real to some extent can be obtained. However, as
the query sample is unreal, the residual score gets bigger.
4.2.2

Evaluation Metric

For evaluating the result obtained, we consider the Area Under Curve (AUC) obtained from Receiver Operating Characteristic (ROC) curves. The ROC curve was made using the
residual score as the parameter which yields good results as
shown in [30]. The vertical axis and the horizontal axis of
ROC curves usually present True Positive and False Positive
Rate respectively. It indicates that the plot s top left corner is
the optimal point. Preferable TPR for the ROC curve is equal
to one which makes the excellent AUC’s values approaching
one.

Table 2: Half Total Error Rate(HTER)(%) for different
sys-tems obtained by using custom database.

Receiver operating characteristic
1.0

System

HTER(%)

AnoGAN+RAW (20 Epoch)
AnoGAN+RAW (25 Epoch)
AnoGAN+RAW (50 Epoch)
SVM1+RAW
SVM1+LBP
SVM1+LBP (cos similarity)

17
13
3
34
17
20

0.6
0.4
0.2
0.0

AnoGAN + RAW system(50 Epoch)(Area = 96.8)
AnoGAN + RAW system(25 Epoch)(Area = 87.0)
0.0

0.2

0.4
0.6
False Positive Rate

0.8

1.0

Figure 4: The above figure represents the ROC graph of the
AnoGAN model trained for 25 (orange) and 50 (blue) epochs
respectively by using live samples as an input image for training.
Table 1: Area under the ROC (AUC) (%) for different systems
obtained by using custom database.
System

AUC(%)

AnoGAN+RAW (20 Epoch)
AnoGAN+RAW (25 Epoch)
AnoGAN+RAW (50 Epoch)
SVM1+RAW
SVM1+LBP
SVM1+LBP (cos similarity)

83.1
87.0
96.8
34.3
83.5
75.9

4.3 Evaluation Results
The one-class systems introduced earlier are evaluated on
the custom-made database which used 8000 live samples to
develop the model. To make sure that there is no bias in the
result obtained after testing each of the models we took out a
total of 200 samples randomly from the palm database, 100
samples each from live samples and fake samples. For the
fake samples, even though the 100 images taken out were selected at random, it was made sure that it contained all the
variety of samples that were taken into account while creating
the fake samples. By doing so, we can see to what extent the
trained model produces the desired result even if it encounters
unexpected input which is fake but has no direct relation with
hand.
Figure. 4 represents the ROC graph of the results obtained
from different models where the Y-axis shows the True Positive Rate and the X-axis shows False Positive Rate. Additionally, Table 1 and 2 show the AUC and HTER (Half Total
Error Rate) respectively. Note that HTER can be calculated
by min(T N + F P )/2.
4.3.1 Accuracy
Table 1 shows that the best performing one-class system regarding average performance is Ano-Gan+RAW with an average AUC of 96.8%. The result obtained regarding AUC
by using one class SVM system [32] as a model for train-

fake samples
live samples
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True Positive Rate
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Number of Back Propagation
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Figure 5: The above figure represents cumulative score calculation of the AnoGAN model trained for 50 epoch where
the average of cumulative score for each epoch along with the
standard deviation is taken into consideration.
ing and testing the dataset as used for training and testing
AnoGAN is also shown in Table 1 and 2. It is clearly visible that the proposed AnoGAN system is far more better than
the conventional one class SVM system. As far as the security check for AnoGAN is concerned, it can be conducted by
using the image produced by the AnoGAN as the input image while testing the model and comparing the residual score
with that of the unseen real samples and fake samples. As
far as the one class SVM system are concerned, SVM1+LBP
performed better as compared to SVM1+RAW. SVM1+LBP
is more sensitive whereas SVM1+RAW is less sensitive to the
attack model because as stated in [19] by using LBP feature
they were able to perform their experiment in a robust way
which was computationally fast and didn’t required any usercooperation. Moreover, the extensive experimental analysis
done by them on a publicly available database showed excellent results compared to existing works which proves clarifies that SVM1+LBP will show better results as compared to
SVM1+RAW.
4.3.2

Computational efficiency

As described in section 3.2.4, when using the cumulative score
to perform the analysis, fake input can be detected at β backpropagation which is less than the maximum number of backpropagation α. At this time, in order to calculate the efficiency we use the ratio of the average number of backpropagation β and the maximum number of backpropagation α that
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Figure 6: The above figure represents the possible efficiency
of the AnoGAN model on the basis cumulative score at each
backpropagation.
is β/α as efficiency and evaluate the computational effectiveness of cumulative score.
Figure. 6 shows the value of efficiency when α is changed.
The protocol mentioned in section 4.2 was used for training
and evaluation of AnoGAN. Regarding the threshold th for
each α, we calculated and applied the threshold value that
minimizes HTER in test data. As it can be seen from Fig. 5,
the larger the α, the greater the efficiency and the greater the
effect of the cumulative score. Also, since efficiency > 0 is
always valid except for α = 0, it is confirmed that using cumulative score always has a computational advantage compared
to using residual score.

5 DISCISSION
In the one-class system, the AnoGAN method is more accurate as compared to conventional one-class SVM which
produced good results in other researches. Among the models
that were produced by the AnoGAN system, the model which
was trained for 50 epoch showed the better result as compared
to other models. From the results we obtained by performing
this, we can see that an unsupervised model such as AnoGAN
could have many benefits, we also see some research limitations.
First, the number of epochs for which you have to train
the system may depend on the number of images that you are
using to train the system. However, we have not yet found out
the relation between them. Therefore, finding the relationship
and optimizing the number of epoch needed from training the
model could help us improve our accuracy.
Second, Infinite samples can be produced from the DCGAN used in AnoGAN as it digitally produces images which
are considered as a real sample by the system generating the
model which can be used to improve the accuracy of the system and give better results while calculating the residual score
for a given input. Here a doubt arises that, as the DCGAN that
we are using while performing this experiment can generate
an infinite number of samples, it can be thought that the attacker can misuse the produced image by using it to attack
the system, but it is unlikely to happen. This is because, even

51

when the result of the GAN is obtained as an image, it is necessary to output it into some other form to make it visible to
us such as paper or a display and shoot with a camera. In
this method, images of living organisms are produced onto a
paper or a display, and samples that are photographed by cameras are detected as a fake sample with high probability. So,
it is not possible to misuse the output of the DCGAN. On the
other hand, as features of biometric information such as the
face, palm, etc. differ depending on the modality, it was considered possible to perform the estimation of bio-distribution
from different modality using DCGAN. However, it was not
fully verified as we didn’t had many unknown sample in our
custom-made database. It is necessary to do the future experiment by including more unknown sample in the data set.
Third, While testing the one-class SVM method the SVM1
+ LBP produced better results as compared to SVM1 + RAW.
Therefore if the code of AnoGAN is designed in such a way
that it calculates the loss function while taking LBP (histogram,
cosine similarity) into consideration from the point of training, then there is a chance that it might produce a better result. Also, we have only examined anomaly detection systems
based on 1 class SVM and AnoGAN; it would be better if we
study other anomaly detection approach also.
Fourth, it can be concluded that even if you train the system by using the true samples only, it does not perform well
enough and more modification and research should be conducted to improve the performance of this type of system.
Therefore, to improve the performance, we would like to take
the cost included in the making of the data set which would
serve as a checkpoint from where we can strive for further
improvement.
Last, in the experiment conducted this time, we have only
used the image captured by using the camera that can be found
in any of the typical mobile used by us in our day to day life.
We also did not control or limit the posture of the palm at the
time of the shooting. This is done to increase the robustness
of the model as we assume that by doing so the system will be
able to adjust its identification analysis concerning the user’s
natural behavior. However, since as we are using palm + mobile in this experiment, the number of possible postures will
get limited to some extent and problems may arise when this
system is applied to entirely different applications.
In the future experiment, it is possible that we can incorporate a higher degree of living body detection which can distinguish between a live and a fake sample with even more accuracy by combining the system used for creating the model
with sensors that measure biological reaction such as ECG.

6

CONCLUSION

In this study, we investigated a palm presentation attack
detection method based on an anomaly detection using Generative Adversarial Network. Our remarkable result is that
the proposed PAD scheme achieved 96.8% AUC and 3% of
HTER by using a model trained only with real samples. It is
visible that our proposal can achieve a far better result than
conventional one-class SVM systems. Additionally, it should
be noted that our method can detect presentation attack by using a single static image. Therefore, this method can also be

directly applied to deal with video presentation attack or be
integrated with a video-based palm liveness detection method
for better performance. It is left to investigate about loss function suitable for presentation attack and reduce the number of
backpropagation α to improve our method more secure and
convenient.
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