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Aims and Scope
The purpose of this journal is to provide an open forum to publish high quality research papers in the areas of
informatics and related fields to promote the exchange of research ideas, experiences and results.

Informatics is the systematic study of Information and the application of research methods to study Information
systems and services. It deals primarily with human aspects of information, such as its qu ality and value as a
resource. Informatics also referred to as Information science, studies t he structure, algorithms, behavior, and
interactions of natural and a rtificial systems that store, process, access and communicate information. It also
develops its own conceptual and theoretical foundations and utilizes foundations developed in other fields. The
advent of computers, its ubiquity and ease to use has led to th e study of info rmatics that has computational,
cognitive and social aspects, including study of the social impact of information technologies.

The characteristic of informatics' context is amalgamation of technologies. For creating an informatics product,
it is necessary to integrate many technologies, such as mathematics, linguistics, engineering and other emerging

new fields.
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Figure 5: Outline of the revised Personal Information Protection Act

school students over 170 cm tall, replace it with “150 cm or
taller".

1. Delete descriptions which can identify a specific
Individual

2. Delete personal identification codes

3. Delete linkage codes which link personal information
and obtained information

4. Delete idiosyncratic descriptions

5. Take appropriate action considering the properties and
differences between descriptions in  personal
information

With k-anonymization, which is a typical advanced
anonymization technique, k-anonymity, which is an index of
safety, is achieved through data generalization; data is
processed such that it cannot be narrowed down to k or

fewer persons with the same information. However, in doing
so it is difficult to maintain both safety and usefulness of the
data. In contrast, Pk-anonymization [9] is considered
relatively more effective, because it can achieve safety
equivalent to k-anonymization while preserving usefulness.
As shown in Fig. 6, the method executes data
randomization, in other words, addresses are replaced
keeping city level and ages are also replaced keeping at 1
position different from data generalization by k-
anonymization.

There is also a need around the world to use data without
releasing it externally, even in anonymized form. “Secure
Computation” involves processing data in its encrypted form
and can be useful for such cases. There are many schemes
for secure computation. However, schemes based on secret
sharing [10] [11], which is an ISO standard, are the most
practical from the perspectives of the definition of safety,

Figure 6: Pk-anonymization



International Journal of Informatics Society, VOL.11, NO.1 (2019) 13-21

Genome data 1. Collect genome data

without releasing it to

2. Implement

each other Fisher’s exact test Test results
Medical - Medical
facility A — facility A
Fisher’s exact test '
_§ Secure computation

L=l engine Research

Research |_ IJ_ > facility B
facility B

3 Research

I facility C
Research

facility C 3. Get only result of

Secure computation system

analysis, still encrypted.

“SANSHI®”

Figure 7: Secure computation system: “SANSHI” (HEI®)

general purpose computations, sensible performance and
international standardization. We hope use of this
technology will spread in the future. Incidentally, NTT
together with Tohoku Medical Megabank Organization
(ToMMo) have used secure computation to implemented
Fisher’s exact test, to analyze the relationships between
human DNA variations and diseases [12]. This is the first
such implementation in the industry (Fig. 7).

6 SECURITY FOR THE SINGULARITY
(2045 PROBLEM)

Singularity, also called Kurzweil’s law of accelerating
change, suggests that by 2045 as follows; a $1,000 computer

ET I -RELTTET )
instruction

sequence
at a vulnerability

push REG Compute similarity
mov REG REG
mov REG VAL —

call MEM

will have performance of approximately 10 peta FLOPs,
which is ten billion times that of the human brain and a
sufficient base for Al to reach a technical singularity.
Automated cyberattacks using Al are already appearing,
advanced hacking using Al is likely to become mainstream.
As well, it will become necessary to use automated
technologies with Al on the defensive side. Actually at the
world’s largest hacking contest in DEFCON 2016, 7
computers automatically hacked each other’s computer. So,
it is no exaggeration to say that Al hacking has already
begun. In doing so, attacks to machine learning have also
been identified as an issue. Examples of attacks are to create
input that induces false recognition, to contaminate classifier
training data, and to steal the classifier itself by submitting
queries to the classifier [13].

Machine language
instruction sequence

in an executable file being
searched

Similarity
XX%

Figure 8: Al hacking-related technology to identify vulnerable points
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To deal with these, there is an urgent need to establish
technologies able to detect vulnerabilities in executable
binaries and to detect conditions that trigger an attack using
symbolic execution. Regarding vulnerability detection, for
instance, comparing an existing vulnerable binary code and
a target binary code enables to identify vulnerable points by
computing similarity as shown in Fig. 8.

Technical development of Al will bring great change and
diversification in human thought/behavior and assumptions
regarding societal structures. Therefore, research on legal
systems, which function as societal standards, is also
becoming crucial. The following steps need to be taken for a
smooth transition from Al development to societal
implementation.

1. Assuming application of Al, anticipate potential
effects on people, society, and industry, and real
relationships among them

2. Check current laws with knowledge of Al and
analyze individual concerns
3. Propose a new legal system for the Al era, for

future legislation and policy

Related activity is appearing in Japan [14], and related
joint research is being actively developed at the RIKEN
Center for Advanced Intelligence Project (AIP) and NTT
Laboratories.

7 CONCLUSION

This article has given a comprehensive outline of security
technologies essential in future technical development,
mainly to eliminate threats and security issues anticipated
with the arrival of digital transformation era. It has
discussed, from a technological point of view, both
offensive and defensive security perspectives. Then, it has
given consideration to individual functional elements of the
USA National Institute of Standards and Technology (NIST)
Cyber Security Framework: lIdentify, Protect, Detect, and
Respond. Moreover, it stated that perspectives of not only
technology but also legal system are necessary for efficient
security-risk management and effective countermeasures
implementation.

REFERENCES

[1] Digital Transformation
https://en.wikipedia.org/wiki/Digital_transformation

[2] Partial revision of NICT Regulations
http://www.soumu.go.jp/main_content/000536856.pdf

[3] Framework for improving critical infrastructure
cybersecurity
http://www.nist.gov/cyberframework/upload/cybersecu
rity-framework-021214.pdf

[4] InteRSePT®: A Cybersecurity technology realizing
safe and secure operation of control systems enters the
market
http://www.ntt.co.jp/news2018/1804e/180425b.html

[5] What is the Cross-ministerial Strategic Innovation

Promotion
Program?http://www8.cao.go.jp/cstp/panhu/sip_englis
h/5-8.pdf

[6] Secure  Architecture for  Critical Infrastructure

https://www.ntt-review.jp/archive/ntttechnical.php?
contents=ntr201705fa2.html

[7] Enforcement Rules for the Act on the Protection of
Personal Information  (Tentative  translation)
https://www.ppc.go.jp/files/pdf/PPC_rules.pdf

[8] R, Osumi, K. Takahashi: “Personal Data
Anonymization and Use,” Seibunsha (Japanese).

[9] Dai Ikarashi, Ryo Kikuchi, Koji Chida, Katsumi
Takahashi: "k-Anonymous Microdata Release via Post
Randomisation Method," International Workshop on
Security (IWSEC), 2015

[10] NTT Secret Sharing technology Selected as First
International Standard for Secret Sharing Technology
(Japanese)
http://www.ntt.co.jp/news2017/1710/171023a.html

[11] ISO/IEC 19592-2 Information technology --
Security techniques -- Secret sharing -- Part 2:
Fundamental mechanisms

[12] Koki Hamada, Satoshi Hasegawa, Kazuharu
Misawa, Koji Chida, Soichi Ogishima, and Masao
Nagasaki: "Privacy-Preserving Fisher's Exact Test for
Genome-Wide Association  Study," International
Workshop on Genome Privacy and Security (GenoPri),
2017.

[13] David Wagner on Adversarial Machine Learning at
ACM CCS’17
https://syncedreview.com/2017/11/07/david-wagner-
on-adversarial-machine-learning-at-acm-ccs17/

[14] Ministry of Internal Affairs and Communications,
“Al Network Society Promotion Council,”
http://www.soumu.go.jp/main_sosiki/kenkyu/ai_netwo
rk/



International Journal of Informatics Society, VOL.11, NO.1 (2019) 13-21

Kazuhiko Ohkubo is a vice
president and the head of NTT
Secure Platform Laboratories. He
received his B.S. in information
engineering from the University
of Tsukuba in 1987 and M.S. in
electrical engineering from the
University of Tokyo in 1989. He
also earned his M.S. degree in
management of technology from
the MIT Sloan School of
Management, USA in 2000. He is
a member of IEICE and IEEE.

21



22



International Journal of Informatics Society, VOL.11, NO.1 (2019) 33-44

Industrial Paper

33

A Study on Time Synchronization Method for Field Servers for Rice Cultivation

Koichi Tanakat, Mikiko Sodef, Tomochika Ozakit, Masakatsu Nishigaki, Tadanori Mizuno*

tGraduate School of Science and Technology, Shizuoka University, Japan
}Global Information and Management, International College of Technology, Japan
*Faculty of Information Science, Aichi Institute of Technology, Japan

Abstract - 1t is important to develop affordably priced field
servers for rice farmers for their practical implementation.
This restricts the use of expensive GPS or high precision crys-
tals, which have been used for wireless communication so far.
To this end, we propose a time synchronization method that
does not involve the use of expensive hardware. In the field
servers for rice fields that use LPWA technology, which re-
quire only batteries for their operation, time synchronization
is an important factor in reducing power consumption. There-
fore, we describe a method of constructing a wireless network
of an economical time-synchronized field server using LoRa
for achieving low costs. We also describe the effect of reduc-
ing power consumption. From experimental results, we con-
firmed that the time was synchronized and transmission and
reception of data between the master unit and the field server
ensued normally. It is theoretically possible to operate the de-
vice for 691 consecutive days. In addition, we confirmed that
the field server system works correctly from rice planting to
rice reaping in the rice field.

Keywords. Agriculture, Field Server, Sensor Network, Low
Battery Consumption, Time Synchronization

1 INTRODUCTION

The average age of farmers is rising in Japan [1]. Therefore,
reduction of labor burden is an important issue. To reduce la-
bor burden, the introduction of a field server that can reduce
the man-hours required for daily field surveillance could be
effective. Field servers are available in the market. However,
their use is not prevalent owing to the associated high cost.
Thus, affordable field servers that rice farmers can purchase
are urgently required.

We are developing a field management system that can help
reduce labor burden [2]. To introduce the field server to farm-
ers, it is important to reduce the installation and operation
costs. Therefore, we adopted LoRa, for its advantages of low
power consumption and long communication distance, which
make it suitable for communication in the field server for the
rice fields [3]. In addition, LoRa does not incur any commu-
nication cost.

To reduce installation costs, it is important for the device to
be operable using batteries because it is expensive to draw
power to rice fields. In addition, it is difficult to install solar
panels because solar panels are large and may interfere with
farm work. The field server must be able to be battery-oper-
ated for at least six months, starting from rice plantation to

reaping. Therefore, low power consumption is important for
the field servers for rice fields.

To operate for six months with no power supply, the field
server needs to turn itself off except when sending or receiv-
ing the sensor data or other communication. This requires an
intermittent operation communication protocol and a time
synchronization method to be implemented.

The time synchronization technique has been extensively
studied previously [4, 5]. The method for time synchroniza-
tion using GPS has also been proposed [4]. To use this
method, it is necessary to install a GPS receiving module in
every field server, which leads to an increase in the initial cost
at the time of installation. The power consumption also in-
creases and, therefore, such a method is not suitable for use
in the rice field servers, for which lowering the introduction
barrier is desired. Although TPSN [5] has been proposed as
the time synchronization method, it requires a long time for
time synchronization, which increase the power consumption,
and this, this method is not suitable for use in field servers.

To realize low power consumption, intermittent operation
is indispensable. Time synchronization is an important tech-
nique to ensure that a plurality of field servers operate effi-
ciently by employing intermittent operation. To communicate
efficiently, a communication partner must be starting up. In
this study, we propose an intermittent operation communica-
tion protocol and a time synchronization method to solve the
aforementioned problems. In the proposed method, after the
field server system transmits the sensor data to the master unit
system, the master unit system, on receiving the sensor data,
transmits the time correction signal to the field server system,
thereby performing time synchronization.

To realize affordable price, it is not possible to use expen-
sive GPS or high precision crystals, which have been used for
wireless communication so far. Therefore, we propose a time
synchronization method that does not use expensive GPS and
high precision crystals. The proposed method has a mecha-
nism to allow time variation of the field server and use it for
improving the reliability of the system. In the proposed
method, a large frame is taken to allow variations, and re-
transmission processing can be performed using the margin.

In this paper, section 2 discusses the necessity of affordable
price field server, section 3 describes the limitations of the
conventional time synchronization systems, section 4 de-
scribes the system configuration, section 5 explains the pro-
posed communication protocol and time synchronization
method, section 6 presents the operational test and result, and
finally, section 7 summarizes the study.

ISSN1883-4566 © 2019 - Informatics Society and the authors. All rights reserved.
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2 NECESSITY OF AFFORDABLE PRICED
FIELD SERVER

In Japan, aging of farmers has progressed; the average age
of the agricultural working population was 66.8 years in 2014
[1]. In addition, agricultural employment population is de-
creasing. Currently, agriculture in Japan is in a crisis situation,
and it is necessary to increase the number of agricultural
workers, for which it is necessary to reduce the burden on the
workers. Therefore, acquiring and using the environmental
data is considered important. However, field server introduc-
tion is not progressing.

In Japan, rice farming generates less revenue compared to
other crops. Table 1 presents the profit structure in the rice
production revenue. Tan (/) and pyou ({%) are Japanese
units of measurement. 1 pyou equals 60 kg, and 1 tan equals
0.1 ha. The standard amount of rice harvested per tan is 9
pyou. One pyou rice can be sold for approximately 13,000
yen. Deducting expenses will result in a profit of approxi-
mately 50,000 yen per tan. On the other hand, a field server
can be hired at 8,280 yen per month [6]. If the server is rented
for 6 months, the cost becomes 50,000 yen, which implies
that almost no profit is obtained. Therefore, the introduction
of field servers is difficult.

To facilitate practical implementation of the field server, it
is necessary for its selling price to be less than 10,000 yen. In
other words, it is necessary for the manufacturing price to be
approximately 3,000 yen. Therefore, we propose a time syn-
chronization method for field servers, which can help realize
cost reduction. We aim to develop protocols for affordable
and manufacturable field servers.

The field server should not interfere with farm work. Be-
cause large agricultural machines operate in rice fields, the
field server needs to be moveable. Therefore, the height of the
server should ideally be 1 m or less and it needs to be as com-
pact as a lunch box. Also, because a rice field has no power
supply, the device needs to be operable using batteries, from
the phases of rice planting to harvesting.

To realize an affordably priced field server, a communica-
tion line usage fee is unnecessary, and a LoRa network, which
can be transmitted to large distances, is used. LoRa is more
effective for 10T in agriculture, as a larger amount of data can
be transmitted compared to Sigfox [7], and a relatively large
amount of sensor data is involved. Further, it is suitable for
special applications in which performance and cost are criti-
cal factors, because we can freely create protocols and frame

Table 1  Profit structure in rice production

60kg(14%) ¥13, 000-
Rice crop yield/1 & 9 &

Revenue/1 & ¥57,000-

(Fertilizer ¥15,000- / 1% (Expense

Herbicide / pesticide ¥10,000- / 1 ¥60,000-)

Land improvement expenses for canal
improvement and irrigation etc. ¥20,000- / 1%

Labor cost ¥15,000- / 1)

formats. LoRa can be built and operated on its own, includ-
ing base stations, and its specifications are open.

To create a field server for use in rice cultivation, it is nec-
essary to reduce the number of high-cost parts. Expensive
crystals and GPS cannot be used for time synchronization be-
cause of the associated high cost. It is thus necessary to real-
ize time synchronization without these parts.

The operational target is to realize server operation in the
rice field of Ishikawa Prefecture's second largest agricultural
corporation. The field servers acquire the sensor data once
every hour and send it to the cloud.

3 PROBLEMS OF CONVENTIONAL TIME
SYNCHRONIZATION SYSTEM

The use of wireless smart utility networks (Wi-SUN) [8]
was standardized as the wireless communication method for
metering electricity, gas, and water, around the year 2008.
Before this, other standardized wireless communication spec-
ifications such as ZigBee were proposed to realize a sensor
network [9]. The difference between these and Wi - SUN is
that Wi-SUN attempts to enable wireless communication in a
wide area. Figure 1 shows the MAC protocol architecture of
IEEE 802.15.4 / 4e. The MAC protocol of IEEE 802.15.4 /
4e, can roughly be divided into asynchronous and synchro-
nous networks. Synchronous networks have better power ef-
ficiency and lower power consumption than asynchronous
networks. That is, in 10T, in which low power consumption is
essential, the synchronous system is more suitable than the
asynchronous system.

The synchronization method can be roughly categorized as
the beacon method and channel hopping method. Figure 2
shows an overview of the IEEE 802.15.4 beacon superframe
method. This method is basically a better way when all nodes
can receive signals during the beacon period. The field server
we propose performs intermittent operation to minimize
power consumption. When the power supply of the field
server is turned on at an arbitrary time on the premise of in-
termittent operation, it is necessary to prepare a standby time

for receiving the beacon separately from the transmission

operation of the measured data, and the extra power is con-
sumed. Therefore, it is difficult to use this method for time

ASynchronous |
NEIWOIK

{ Unslotted CSMA-CA J

IEEE802.15.4-2011 ]
SuperFrame

IEEEB02.15.4e Beacon
MAC layer r[network

Low Latency Deterministic ]
network Network
Channel Time Slotted Channel
Hopping Hopping

Figure 1: MAC protocol classification of IEEE 802.15.4 /
4e [8]

Deterministic & Synchronous
Multichannel Extension
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synchronization of our system. Figure 3 shows the outline
of the IEEE 802.15.4 channel hopping TSCH method. In the
beacon superframe method, the beginning of a superframe is
determined by a beacon (synchronization control signal), and
all the terminals receive it. All terminals then synchronize
with each other. On the other hand, in channel hopping,
TSCH shares the time with each node with accuracy within
tens of microseconds in the whole network. Each node main-
tains synchronization by exchanging information on the tim-
ing error with adjacent nodes. These methods require highly
accurate time synchronization, and require GPS and highly
accurate crystals, etc., which increase the cost substantially.
This standard is therefore unsuitable for use as the communi-
cation standard for rice cultivation.

Super Frame

Bgag¢on Beladon
Frame

14150]1]2f3[4]5]6]7 8910111J13L4150 112

CAP Slot CFP Slot

Figure 2: Outline of IEEE 802.15.4 beacon - superframe
method

C-G

E-H D—-G

jauuey)d

G—) F—H

=K H-K

A—E
1 2 3 4 Time Slot

Figure 3: Outline of IEEE 802.15.4 channel hopping -
TSCH method

Muster Unit | FS-A

g Send data.
delay I il
Send data.
delay I
Send data.

Figure 4: Sequence of LoRaWAN Class A
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The LoRaWAN has three device classes. Class A can trans-
mit data at an arbitrary timing; reception is possible only im-
mediately after transmission, and it is a power saving device
that goes to sleep immediately after reception is completed
(Figure 4). Since the data is transmitted at an arbitrary time,
there is a possibility of collision. In addition to the function
of the class A device, the class B device has an arbitrary tim-
ing reception mode, and it is a device that can receive the bea-
con from the master unit; however, the power consumption
becomes higher than that of the class A device. Class C is a
device that can constantly receive data, and its power con-
sumption is exceedingly high. The time synchronization
method of LoRaWAN is basically the same as that of the Wi
- SUN. Therefore, even in LoORaWAN, GPS or high accuracy
crystals are needed.

4 SYSTEM CONFIGURATION OF FIELD
MANAGEMENT SYSTEM

The field management system is composed of the field server
system, master unit system, and cloud service. Figure 5 shows
the overall structure of the field management system. The field
server system is installed in the rice fields and receives the
sensor data. Further, the data is sent to the master unit system
through the LoRa wireless network. The master unit system
integrates the sensor data from the field server system and
sends them to the cloud service through the 3G line or Wi-Fi.
The cloud services are provided by the smartphone applica-
tions, tablet applications, and web pages. These services pro-
vide data to farmers to alert them about water levels, propose
a suitable work plan, preserve work records etc.

Communication between the field server system and the mas-
ter unit system using LoRa is capable of long-distance com-
munication. LoRa has been found to have a practical commu-
nication distance of 3,000 to 4,000 m as shown by the basic
communication characteristics survey [10]. The rice field of
Ishikawa prefecture was assumed, and the linear distance be-
tween the master unit and the field server was within 3,000 m.
For this reason, we adopted LoRa, which enables direct com-
munication between the field server and master unit.

Figure 6 shows the positional relationship between each field
and the office of the assumed the agricultural corporation in
the Ishikawa prefecture. A, B, C, D, E, F, and G represent the
position in each field, where the field servers are installed. P
represents the location of the office; the master unit is installed
in the office. The linear distances between the field servers A
to G and the master unit P are as follows: 397 m between A
and P, 923 m between B and P, 943 m between C and P, 684

Local network Global network

0
v : . nternet
‘Master unit /CID':!\d
3 / 3
2 v I
Yy '| ey
3 P . :
S '| Home PC  Smartphone]

Cloud service

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 5: Overall structure of rice cultivation management
system
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m between D and P, 1,150 m between E and P, 1,440 m be-
tween F and P, and 1,910 m between G and P.

The location and number of field servers installed were ex-
amined by the agricultural corporations. The decision method
was set as a place to be checked whenever looking around
done every day. If it was possible to confirm the water level
etc. at the designated place, it was that it was enough for man-
agement of the field.

We will further explain the configuration of the field server
system installed in the rice field and the master unit system
installed in the office. Figure 7 shows the configuration of the
field server system. The field server comprises the battery,
power ON/OFF circuit, AVR microcomputer, LoRa module,
various sensors, and SD card module. The field server is pow-
ered by the battery. To realize low power consumption, the
power ON/OFF circuit operates only for several tens of sec-
onds in one hour. The wireless modules and the sensors are
controlled by the AVR microcomputer. Five types of sensors
are mounted to measure the temperature, humidity, water level,
soil temperature, and soil moisture content. The sensor data is
stored in the SD card together with the time stamp. This is a
function for reliably saving the data, considering the case
where it cannot be transmitted to the master unit or where the
time correction signal cannot be received. The power ON/
OFF circuit is composed of the PIC microcomputer and the
FET; it controls power supply to the AVR microcomputer.
The PIC microcomputer controls the FET by outputting
HIGH/LOW at the GPIO pin. The time required for the power
supply control is calculated and controlled by using the timer
interrupt in the internal clock of the PIC microcomputer.

The configuration of the master unit system is shown in Fig-
ure 8. The master unit system is composed of a Raspberry Pi,
LoRa module for transmission, LoRa module for reception,
and a 3G dongle. When the field server system is turned on

Between GP 1.910m

F

| Between EP 1,150m

Between DP 684m tD,_°

Between CP 943m

[c]*®

Al ]

"2 Between

Between BP 923m _—— P
Ble AP 394m

Figure 6: Position of each rice field and the office.

== Powerline === SignalLine

Figure 7: Field server system configuration

3G Network |

Raspberry Pi 3
Model B

= Powerline === SignalLine

Figure 8: Master unit system configuration.

for the first time, the time is not held and the time is set after
it is transmitted by the master unit system. Therefore, the mas-
ter unit system always maintains the reception state. It is de-
sirable that the master unit system can respond to communica-
tion from the field server system when the field server is in-
stalled. Further, the reception and transmission modes exist in
the LoRa module, and it takes time to switch the modes.
Therefore, by installing two different LoRa modules for re-
ceive and transmit, it is possible to reduce the waiting time of
transmission and reception and maintain the reception state at
all times.

S COMMUNICATION PROTOCOL

51 Communication Protocol

The frame formats used for the communication are shown in
Tables 2, 3, and 4. Table 2 shows the common frame format,
consisting of the destination, the source, and the payload. Ta-
ble 3 shows the format of sensor data transmission. Since
there are five types of sensors in use, the sensor data are de-
fined in the format of 1 to 5. The temperature, humidity, water
level, soil temperature, and soil moisture content are entered
in that order from the sensor data 1 to 5. The acquired five
types of data can be stored in 2-byte units. Additionally, when
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Table 2: Common frame format.

Destination Source Payload

1Byte 1Byte Variable
Table 3: Format of sending sensor data (Payload).

Sensor Sensor Sensor Sensor Sensor

Data 1 Data 2 Data 3 Data 4 Data 5

2 Byte 2 Byte 2 Byte 2 Byte 2 Byte

Table 4: Format of correction time signal (Payload).

Timestamp L
(UNIX Time) Correction time
4 Byte 2 Byte

the number of types of sensors increases, 2 bytes are added
to the format of sensor data transmission. Table 4 shows the
format of the time correction signal. The time stamp and the
time correction signal transmitted from the master unit to the
field server are stored in the payload. The field server system
starts once every hour. It gets the sensor data and transmits it
to the master unit system. When transmission is successful,
the master unit system sends the correction time to the field
server system. The field server system further corrects its own
internal clock for the time synchronization. Later, when the
field server system receives the corrected time or go on oper-
ating time per hour of described later elapses, the power is
turned off except for the power control circuit.

Sensor data is acquired at the same time in all filed servers.
Therefore, the sending data arbitrarily will conflict with each
other. To prevent conflicts, each field server sends the data to
the master unit in order. As a result, since the data can be ef-
ficiently transmitted to the master unit, power consumption
can be reduced. The series of actions shown in figure 9 is ba-
sically done within the frame. The frame of each node is made
to be large so that it can retransmit several times. The part that
controls the transmission order of each node is a big differ-
ence from LoRaWAN. Figure 10 shows an example of three
field servers in which resending mode does not occur in any
of the communications. First, the field server system A (here-
inafter, FS-A) is activated. FS-A measures the sensor data and
generates the sending packet according to the sensor data.
Further, the packet is sent to the master unit system. The field
server system has only one LoRa module, therefore it
switches from the sending to the reception mode. This switch-
ing requires several seconds. After switching to the reception
mode, the field server

[Power on]r Acquire data] ‘Send data\r—
\ Il
\\ Power off = ‘Recelve data\

Figure 9: Communication protocol sequence.
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system waits until the set timeout period. Further, it re-
ceives the corrected time signal from the master unit system.
When the master unit system receives sensor data from FS-A,
it sends the corrected time signal to FS-A. FS-A corrects its
internal time based on the received correction time signal. Af-
ter the correction, FS-A goes into sleep mode even during the
resending possible time. When the field server system fails to
receive the corrected time signal or the master unit system
fails to send the corrected time signal to the field server sys-
tem it is necessary to resend it along while the possible
resending time. Field server system B (FS-B) and field server
system C (FS-C) perform in the same sequence as A.

The operating time per hour can be obtained from equation

Q.

operating time = sensor data acquisition time +
sensor data transmission time +
time correction signal reception time +
retransmission time @

This operating time is written in advance to the AVR micro-
computer and sent to the PIC microcomputer each time the
AVR microcomputer is powered on. The PIC microcomputer
uses this value to calculate the restart time. Here, the sensor
data acquisition time is the time to measure the sensor data.
The sensor data transmission time is the time to transmit the
sensor data to the master unit. The time correction signal re-
ception time is the time to receive the current time from the
master unit. The retransmission time is the time to perform
retransmission processing when sensor data cannot be trans-
mitted to the master unit. In the proposed method, time syn-
chronization is performed once every hour. It has been con-
firmed from the measurement results that there is an error of
more than +10 seconds at the maximum in an hour [11].
Therefore, the error of acquisition time of sensor data is also
about +10 seconds. This error is a problem-free range as the
sensor acquisition time error for agriculture.

[ Muster Unit m FS-B FS-C

| Power on. Measure sensor data. ‘
Send sensor data.

>
——

Send sensor data.

:: N

Send time correction signal. =

Power off. ‘

Power on. Measure sensor data.

Send time correction signal.

Send sensor data.

Send time correction signal —

| L Power off.

Figure 10: Communication protocol sequence.
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5.2  Operation of Resending Mode

When the field server cannot receive the time correction sig-
nal and the reception waiting time has elapsed, the field server
performs the timeout operation. After the timeout, the field
server waits for random seconds from 0.1 to 5.0 s and then
retransmits. The following is the cause of the timeout.

1) When the master unit cannot receive the communication
from the field server due to the radio wave attenuation

2) When a collision occurs in the transmission data due to
overlapping of the transmission times of a plurality of field
servers

3) When the field server cannot receive the communication
from the master unit due to the radio wave attenuation

The first one and third one are that the cause of the noise is
often temporary, so there is a high possibility that the problem
will be solved if the transmission process is performed with
shifted time. The second one can be prevented by accurate
time synchronization.

When the noise or the collision occurs, the master unit does
not send the time correction signal to the field server, there-
fore, the field server's reception standby timeout occurs. The
field server that has timed out executes retransmission, but to
prevent re-collision with the communication performed by
the field server of the initial power-on, a random second
standby time is provided. After executing the retransmission,
the field server switches from the transmission to the recep-
tion mode and waits for reception. This operation is continued
until the field server can receive the time correction signal
from the master unit. However, to avoid collision of the com-
munication with that of other field servers, the power is
turned off forcibly when the other field server's operation is
about to start.

The sequence operation in this case is shown in figure 11.
In figure 11, the field server C (FS-C) has timed out and is
retransmitting. If it is within the possible retransmission time,
the processing of the transmission and reception standby is
repeated until transmission/reception is completed.

Muster Unit | Al FSB[RSC

Power on. Measure sensor data

N
- -
Send time correction signal. |:

Send sensor data.

Power off.

Power on. Measure sensor data.

a

Send sensor data.

‘ Powerofl |

.

Power on. Measure sensor data.

Send time correction signal.

Muster Unit

Send sensor data.

Resend sensor data.

>

Power off.

Figurell: Sequence for transmitting sensor data.

Send time correctionsignal.

5.3 New field server installation mode

This section describes the operation procedure when a new
field server is introduced. Figure 12 shows the process of in-
stalling a new field server. The newly added field server first
sends a wake-up signal to inform the master unit that it has
been added. When the master unit gets the wake-up signal
from the field server, the field server number is added to the
library and the current time, and next activation time is trans-
mitted to the field server. The field server synchronizes the
time based on the received time from the master unit.

The time to install the field server is arbitrary. Therefore,
when another field server and the master unit are communi-
cating, a newly added field server may start communication.
In this case, collision occurs (see Figure 13).

F$-A FS-B £ FS-New
4 L =
Poser an. Measure semsor data
Sendsensn s Installation.
. Power on,
Send tane comectionsiznal —— Wake up signal.
v Pongrofl |
= Send time correction signal
! Pawer on. Measure sensor data,
Send sensir G2
(= R

Send tme comestion signal

Power off

Power ou. Measure sewsor data
Gend sensar dala

d

Send tune comection signal —

| Poweroff

e

Figure 12: Sequence of new field server installation.

B BB iC

Power on. Measure sensor data

Muster Unit

Installation.
Power on.

Send sensor dala

Send time correctionsignal e

Power off
Colly Povyer on. Measure sensor data 1
Loweron. M sensor data. . .
Jake up signal.
Send sensor data Wake up sign:
—— ; Al
Send tme comectionsignal. e Ve upsiznal.
Power off.
l —

T

Send time
Porwer on. Measure sensor data

correction signal.

Send sensor data.

N

Send e comectionsignal. —
| Poweroff.

Figure 13: Sequence at collision in new field server instal-
lation mode.
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When collision occurs, retransmission is performed after a
random period within seconds. This process is repeated until
the unit is receiving the current time information from the
master unit. When the additional field server receives the cur-
rent time information from the master unit, the time to acquire
the sensor data (next time to turn on the power and acquire
the sensor data) is calculated, and power is turned off.

54  Time Synchronize Signal

The field server can transmit the sensor data at an arbitrary
timing because the master unit is always on standby for re-
ception. However, in the case of the rice field management,
since sensor data is acquired at the same time in all field serv-
ers and data is transmitted to the master unit, transmission
from the field server to the master unit occurs at the same time,
causing collision and the efficiency decreases. Therefore, in
the protocol for the rice cultivation, the master unit performs
the scheduling and notifies the time to transmit to the field
server, and the field server basically transmits the specified
time data. Figure 14 is an example of the scheduling. FS - A,
FS - B, FS - C, FS - D are scheduled to send the data to the
master unit in order. It is also possible to lengthen the alloca-
tion time for places where it is relatively difficult to transmit
besides the building or sideways of the expressway and there
is a high possibility of retransmitting several times.

The lower section in Figure 14 shows an example in which
dispersion occurs with respect to the scheduling result from
the above figure. Depending on the field server, the variation
can be arbitrary, and there are several ranges and directions
of variation. Therefore, although the probability is low, colli-
sions may occur. In this example, FS - B shifted in the direc-
tion of lag, and FS - C shifted in the direction to become faster,
and thus, overlapping occurred. Therefore, until FS - B pro-
cessing is finished, FS - C must wait while sending it; how-
ever, because each frame has sufficient margin for variation,
data can be sent without any problems.

Figure 15 is a diagram showing the state of retransmission
when the collision of figure 14 occurs. FS - B is delayed by
12 seconds, FS - C and FS - D are 12 seconds earlier. The
transmission periods should not overlap. Therefore, FS - C
will retransmit after a random time of 0.1 to 5 seconds. In this
example, retransmission occurred after 5 seconds. The trans-
mission processing of FS - B has already been completed, so
FS-C can be sent. The transmission of FS-C takes about 12
seconds, but since the transmission of FS-C is completed be-
fore FS - D starts transmission, no conflict occurs between FS
- Cand FS - D. Even if variations occur in such away as to
interfere with the transmission and the reception in this case,
it is a frame length setting that can be retransmitted suffi-
ciently.

The master unit performs the time synchronization with the
NTP server beforehand and acquires accurate time. When the
master unit receives sensor data from the field server, the field
server calculates the time to transmit next and informs the
field server. Simultaneously, a time correction signal is also
transmitted. The master unit informs the time to send the next
data to the field server, that is, the scheduling result by this
processing.
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Figure 14: Scheduling and field server time variation
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Figure 15: Retransmission processing by collision

The format of time correction signal is shown in Table 4.
The time stamp is entered with 4-byte UNIX time. It is used
to write the sensor data to the EEPROM or the SD card of the
AVR microcomputer. Since the correction time is used for
correcting the time within the PIC microcomputer, the time
shifted for each field server from the current time is set as 0
to 3599 s in 2 bytes. CRC etc. is used for detecting and cor-
recting communication errors that are not defined in the for-
mat because they are added by the LoRa communication
module.

Figure 16 shows the mechanism of the time synchronization
between the field server and master unit. The master unit
sends the correct time obtained by the NTP server to field
server in the corrected time format. Upon receiving the cor-
rection time, the field server transfers the correction time via
the AVR microcomputer to the PIC microcomputer in the
power ON/OFF circuit. To prevent the correction time from
starting simultaneously with other field servers, the current
time is shifted appropriately according to the scheduling re-
sult.

In the example of Figure 15, the frame length is set to 30
seconds. It takes about 12 seconds for the master unit to re-
ceive data from the field server, change the communication
mode, and send the time data to the field server. The frame
length is set to 30 seconds by adding + 9 seconds, taking into
consideration the time variation of the PIC microcomputer.
In the case of the frame length is 30 seconds, a formula for
calculating the start time is shown in equation (2). Regarding
equation (2), each field server has a uniquely assigned field
server identifier (below), and the correction time to transmit
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Master Unit Field server
- 1

Power on and measure the sensor data.
Send the sensor data.

Receive the sensor data.

T1 = UNIX time mod 3,600.
T2=T1-FSID * 30.

Send the T2.

Receive the T2.
Send the T2 to control logic.
Power off.

Figure 16: Time synchronization mechanism between master
unit and field server.

to the field server is obtained by subtracting from the current
time. Depending on the power-on time of the field server, the
time becomes a negative value; however, in this case, a value
of 3,600 is added.

The FSID can be used in the range of 0x00 to 0x77, and the
field servers are started in the ascending order of FSID. By
using FSID, simultaneous activation of each field server is
prevented, and transmission signals of the field server are pre-
vented from colliding. It became possible to transmit once
every 30 seconds and 120 field servers are able to connect one
master unit. Based on the results of experiments in the field,
30 seconds was deemed appropriate.

The PIC microcomputer controlling the power ON/OFF
circuit always counts 0 to 3,599 s with the internal clock.
When the time within the PIC microcomputer reaches 3,600
(0) s, power is supplied to the AVR microcomputer. Upon
receiving the time correction signal from the master unit, the
field server corrects the time within the PIC microcomputer
to the correction time transmitted from the master unit and
continues counting. This leads to the time synchronization be-
tween the field server and master unit. Even during the second
and subsequent runs, when the time within the PIC micro-
computer reaches 3,600 (0) s, power is supplied to the AVR
microcomputer.

If the master unit fails to normally receive data from the
field server due to a communication error etc., the master unit
maintains the reception standby state of the sensor data with-
out transmitting the time correction signal.

6 EXPERIMENTAL RESULTS

6.1 Consideration of Communication Proto-
col

For rice farming, affordable pricing is the most im-
portant requirement, and thus, the proposed method is ef-
fective. However, the device must also be able to deal with
time variations lasting as long as several seconds. In con-
sideration of the variations, we set the length of one frame

to approximately two times the required length. By dou-
bling the frame length, we can avoid collisions due to var-
iations and secure time to retransmit. Increasing the frame
length reduces the efficiency; however, the reliability of
the system is improved.

LoRaWAN is a protocol that can be used for multiple
purposes. Applications that collect meter reading values of
gas, electricity, and water supply and applications like rice
cultivation use the same protocol, although the communi-
cation frequency, communication time and intervals are
different. In pursuit of price and performance, general-pur-
pose functions are often wasted. For example, in the case
of LoRaWAN Class A, the field server can send the data
to the master unit at an arbitrary time, but in the case of
rice field management, since data is acquired and transmit-
ted at the same time, collision occurs frequently. In addi-
tion, although the master unit that receives data from the
field server is a specification that transmits data to the field
server twice, whether it is necessary to send this data twice
depends on the application.

In the proposed protocol, we adopted scheduling to pre-
vent conflicts. This is important for acquiring data at the
same time and is an advantage of the proposed protocol.

6.2 Verification of Communication Protocol

We conducted the 7-day operation test to confirm
whether the proposed communication protocol works as
expected between the master unit and field server. Follow-
ing are the points for the verification:

1) Confirm whether the master unit can return the time
correction signal to the field server within the reception
waiting time of the field server.

2) The field server that received the time correction sig-
nal confirms whether to shift to the sleep state immediately.

3) Confirm whether each field server properly changes
the timing according to the time correction signal and
starts at the specified time.

In the verification of the communication protocol, we
used seven field servers, which is the same number used in
our field. The distance between the field server and the
master unit is centered on the master unit and all field serv-
ers are installed within a radius of 1 m. The sensor data
sent from the field server to the master unit was saved in
the verification cloud.

Table 5: Verification results of communication protocol.
Classification Number of com-

munications
Send sensor data 1,185
Number of resending 9

Completion of time synchroni- | 9
zation (resend 1 time)
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Table 5 shows the verification results of the communi-
cation protocol. The number of operational days is seven.
The field server gets sensor data at an hourly interval,
which is further sent to the master unit. The field server
successfully sent the data 1,185 times. Of the 1,185 times,
only nine were retransmission. Even when the first com-
munication failed, reception of sensor data was successful
from all field servers through retransmission. We con-
firmed that the protocol works for seven days without
problems.

We implemented the designed communication proto-
cols and carried out the operational test for a period of two
months in an actual field. Figure 6 shows the measurement
result at point C. A master unit was installed at point A. In
this experiment, we confirmed that environmental data can
be acquired every hour. The field server was equipped with
sensors that can measure temperature, humidity, water
level, soil temperature, and soil moisture content. The
height at which the field server was installed was approxi-
mately 1 m from the ground surface to accurately measure
the temperature. The height at which the master unit was
installed was set to approximately 0.5m. It was confirmed
that the measurement can be performed without problems,
and data can be transmitted to the master unit. Owing to
the fact that there is a communication failure at the rate of
approximately 15.8%, the time correction may not be per-
formed. The time synchronization was carried out when
the fault was solved and it was confirmed that the protocol
was operating properly. We examined the difference be-
tween the assumed startup time of the field server and the
actual startup time. The results are shown in figure 17. The
result displays the representative pattern of eight days
from the operational test of two months. From this result,
it is understood that when the time correction is performed,
the error is suppressed to about in tens of seconds. Moreo-
ver, it is understood that the error is suppressed to 0 s in
most communication between the master units to field
servers.

The time error of the PIC microcomputer is the about 10
s in an hour from actual measurement [11]. This error is
accumulated without time synchronization; however, in
the field management communication protocol proposed
here, this error is within the range in which collision with
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Figure 17: Time error of field server.
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other field servers does not occur. Therefore, it is con-
firmed that time synchronization is effective in this com-
munication protocol, and it is possible to reduce the in-
crease in time error, which is proportional to the usage
time. As a result, it became possible to transmit once every
30 seconds, and became possible to connect 120 field serv-
ers to one master unit.

6.3  Evaluation of Power Consumption

Apart from the verification of the communication protocol,
we conducted an experiment to verify the power consumption.
The purpose of the verification is to obtain the power con-
sumption during the operation. First, we measured the voltage,
current value, and processing time for each operation mode.

The current measurement method is explained herein. In
the case of a communication device, the current value varies
depending on the communication state. Therefore, we de-
cided to measure the current value while actually setting it in
the field. In the rice field, there was no power supply, and thus,
it was difficult to use a commercially available measuring in-
strument. Therefore, a current measuring device operating
with a battery was developed, as shown in figure 18. INA 219
[12] was used for the sensor. In this measurement, the current
was measured at intervals of 0.5 s and the change in current
was observed. Based on the result, the change time to each
mode and the average current in the mode were calculated.
Figure 19 shows a field server with an ammeter is actually
installed in the field.
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Table 5: Measurement results of power consumption.

Time(s) |Current(mA) |Voltage(V)
Standby - acquire 6.55 458 5
Data send 1.65 86.6 5
Mode switching 3.9 50.1 5
Receiving standby 0.9 86.6 5
Receive 49 39.7 5
Sleep time 3538 0.167 5

Table 5 shows the measured results [13]. The data trans-
mission mode is the most power consuming. It can be con-
firmed that the sleep time mode has the lowest power con-
sumption among all.

Next, we calculated the power consumption and number of
working days. Equation (3) shows the power consumption W
[mWh] . Here, V; is the rated voltage [V] of the field server
system. I, is the electric current [mA] during the sensor sta-
bilization standby and the sensor acquisition. t, is the time[s]
during the sensor stabilization standby and the sensor acqui-
sition. I, is the electric current [mA] during the transmission
of sensor data. t, is the electric time [s] during the transmis-
sion of sensor data. I, is the electric current [mA] during the
mode switching. t5 is the time [s] during the mode switching.
1, is the electric current [mA] during the standby reception.
t, is the electric current [mA] during the standby reception. I,
is the electric current [mA] during the data reception. ts is the
time[s] the during the data reception. I is the electric current
[mA] during the system sleep state.

w = (Vl{(la t) + U t) + U t3) + g ta) + (e
ts)} + V1 * Ig{3600 - (tl + tz + t3 + t4_ + ts)} )
/3600 3)

We derived the number of operating days theoretically. In the
case of retransmission is not occurred, the power consumption
is 4.52 mWh per hour; the consumption being 108.4mWh per
day. Therefore, theoretically, the field server can operate for
approximately 691 days, assuming the electric quantity of the
portable battery charger to be 75000 mWh. From the 7-day
operation test described in table 5, 9 times of retransmission
occurred by 7 field servers in 7 days, and retransmissions on
the second times never occurred. If we assumed that one re-
transmission would necessarily occur with one transmission,
the field server can operate for approximately 659 days.

Although the number of operating days has the theoretical
value, it seems that the field server is able to operate for six
months, which is the requirement of the agricultural corpora-
tion. Because rice field is softer soil, if you install a heavy field
server it will fall over with wind etc. Therefore, it is important
to reduce the weight of the battery, which is the heaviest com-
ponent in the field server. From the experimental results in the
rice field it has been found that it is necessary to reduce the
number of D size battery to 3 or less. Therefore, 75000 mWh
or less was set as the criterion.

Figure 20: A field server system in a rice field.

We conducted the operational test in actual rice fields using
the 7 field servers of figure 6. The picture of the field server
system installed in the rice field is shown in figure 20. We
confirmed that the field server system works correctly from
rice planting to rice reaping.

In IEEE 802.15.4e [14], two types of time synchronization
methods, Beacon and Channel Hopping are defined. In the
time synchronization defined in both methods, it is required
that all nodes belonging to the network always synchronize the
time within an error of +1 ms, thereby realizing the time divi-
sion access method. On the other hand, in the proposed
method, time synchronization is performed between the mas-
ter unit and each field server, but time synchronization be-
tween the field servers is not performed. Therefore, time syn-
chronization accuracy of about +10 seconds is sufficient, it is
not necessary to hold hardware for special time synchroniza-
tion and it is easy to put into practical use.

7 CONCLUSION

We proposed a new communication protocol, constructed a
local wireless network, and conducted the experiment. In the
field servers for the rice field using the LPWA technology,
which require only batteries for operation, the proposed time
synchronization is an important technology for the purpose of
reducing the power consumption. Additionally, the proposed
time synchronization is an important technique for increasing
the line use efficiency. It was seen from the experimental re-
sults that the power consumption of the field server is
108.4mWh per day. Therefore, it was confirmed that the
method can continuously work for 691 days based on our cal-
culations. We confirmed that the field server system works
correctly from rice planting to rice reaping. The time synchro-
nization is effective and was able to decrease the timing error
in direct proportion to the operating time. This protocol is
valid for the rice cultivation management systems because the
field server is stable and can operate for a long time. There-
fore, it meets farmers' expectation to utilize a reasonable field
server.
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Abstract - With the advent of new technologies, the meth-
ods of presentation attacks as well as the security measures
taken against it is diversifying with each passing day and are
competing with each other. The imposter can make access
to a system illegally by deceiving the security through the
use of material containing artificial biometrics traits like a
printed photo, display, etc. Therefore, we propose a novel
presentation attack detection algorithm which can ensure se-
curity against unknown presentation attacks without any prior
knowledge of fake samples. Moreover, our proposed algo-
rithm can detect presentation attack with a single static image
only. The essential tasks are divided into two parts, creating
a smooth manifold of live samples and determining whether
the manifolds includes the query image. In this paper, we
utilize one class system such as SVM(Support Vector Ma-
chine) and DCGAN(Deep Convolutional Generative Adver-
sarial Network) to learn the manifold of live samples. For
DCGAN we propose a liveness scoring scheme based on the
AnoGAN(Anomaly Generative Adversarial Network) Frame-
work. Based on these, we utilize the proposed method to palm
presentation attack detection. Through our experiment, we
were able to produce decent results by using palm live/fake
image dataset.

Keywords: biometrics, spoofing, presentation attack de-
tection, anomaly detection, generative adversarial networks

1 INTRODUCTION

Along with the development of artificial intelligence and
cryptographic technology, a society approaching not only sim-
ple tasks but also decision making of people to computers is
coming. In such a society, it will become an important re-
quirement to guarantee that the outsourcing was performed
by the user’s own will, and also to correctly detect it when
counterfeiting acts are forged or improperly tampered. It is
essential to guarantee the authenticity of the terminal in ad-
dition to the authenticity of the terminal itself to satisfy these
requirementsThe biometric authentication system is drawing
attention, which can guarantee the authenticity of the terminal
user.

Biometric authentication system (BAS) registers prelimi-
nary collected biometric information as a template and veri-
fies whether it belongs to a legitimate user by calculating the
similarity with the biometric information acquired at the time
of authentication. BAS uses a biometric feature of the person
without fear of forgetting, losing, or theft compared to an au-
thentication method using a password or a token. In addition

to the advancement of traditional application in fields such as
immigration control, ATM, the entry and exit management,
recent years, personal use in mobile terminals has been ex-
panding.

On the other hand, biometric information such as faces,
sounds, fingerprints, handwriting is difficult to keep secret in
daily life. Biometric presentation attack is becoming a signif-
icant threat since false biometric information becomes more
sophisticated along with the rapid development of sensors,
printers, and manufacturing machines.

To develop a BAS that is secure against presentation at-
tacks, demand for designing a robust presentation attack de-
tection(PAD) algorithms which classify an input sample as
live or fake is increasing.

Many previous approaches discussed the PAD features which
can guarantee security against a specific impersonation at-
tack such as frequency spectrum for printed photo [1], [2],
three dimensionalities of live face [3], motion-based feature
for video [4] and so on. However, the methods of presenta-
tion attacks are diversifying day by day. It is difficult to learn
in advance PAD features that can detect all these attacks.

Regarding the problem, PAD algorithms have made it pos-
sible to detect various presentation attacks by combining multi-
class classifier that solves the classification problem between
live and various fake samples such as [S]-[8]. However, these
methods still have some issues. At first, it is necessary to ob-
tain not only biometric samples but also a large number of
fake samples for each type of presentation attack. Second,
the PAD algorithm does not guarantee whether an anomaly
sample is classified as a presentation attack. Here we de-
fine anomaly sample as a sample that is not included in the
samples for training. Note that anomaly sample includes not
only samples intended to resemble a live sample but also any
synthetic samples since it is sufficiently effective in the regis-
tration process. There exists an attack using synthesized in-
put that can impersonate the majority of registered users [9].
Also, attacks that send arbitrary commands to unregistered
home interactive speakers by using sounds in the inaudible
area [10]. Capturing such attacks with pre-trained PAD fea-
tures is difficult.

The subject of this paper is to investigate the security against
the presentation attack using an anomaly sample as features
of biometric information such as the face, palm, etc. differ
depending on the modality. Therefore, we utilize DCGAN
to perform the estimation of the distribution of biometric in-
formation to solve the fundamental problem of making PAD
difficult due to the diversification of attacks. Moreover, it is
impossible to predict the counterfeit that will be used as an
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impersonation of the real sample while performing the anti-
spoofing using a biometric system. Therefore, by making use
of one class system neural network which uses anomaly de-
tection to distinguish fake sample from the true sample, we
can make a better system to counter spoofing attacks.

In the experiment conducted in this paper, we used a custom-
made database created out of palm images as it was easy to
create unknown samples as well as it was found realistic that
the attacker may perform the counterfeit attack by using a
rubber glove, displayed photo, etc. in an attempt to break into
the system.

Additionally, our method relies on a single static image to
detect presentation attack. Such a method can also be directly
applied to deal with video spoof or be integrated with a video-
based palm PAD algorithm for better performance. The main
contributions of this work are as follows:

1. We propose a novel Presentation Attack Detection (PAD)
algorithm which can be learned only with live samples
and guarantee security against an anomaly sample by
utilizing GAN based anomaly detection algorithm.

2. Proposed PAD algorithm is evaluated with custom-made
database (Custom-Made Database containing live and
fake palm samples) and achieved 3% of HTER (Half
Total Error Rate) by using a model trained only with
live samples.

2 RELATED WORK

All the prior research that has been conducted on Anomaly
detection is performed by having to train the system by using
both live samples along with fake samples which are used for
presentation attack. For all these conducted researches, the
core difference lies in the method used to model the real and
fake attempts. Prior methodologies based on the employed
cues are being classified in a recent study [11] where they are
divided into three major categories.

The first category is a method to detect face liveness which
relies on image quality/distortion measures. Work in [12]
which consists of identifying print attacks using the differ-
ence in the 2D Fourier spectra is an example of the method in
this category. The work stated in [13] utilizes the Lambertian
model which comprises of variational Retinex based approach
and Gaussian filters difference as its two methods. The work
in [14] uses power spectrum and local binary patterns [15]
to exploit both frequency and texture information. [16] mod-
eled spatial and temporal information for face presentation
attack. [17] proposes the combination of motion and texture
methods via score level fusion. Difference-of-Gaussian filters
to choose specific frequency bands for feature extraction was
done in [18]. The work done in [19] proposes presentation
attack detection by analyzing the texture represented using
multi-scale local binary pattern [15] which provides a unique
feature space for coupling spoofing detection and face recog-
nition. The results from [20] reported good performance on
Replay-Attack database.

The second category uses methods which are based on de-
tecting different signs of vitality which make use of character-
istics corresponding to live faces. For example, presentation

attack detection in [21] uses blinking which is used with oth-
ers cues in other work. Such as [22] recommend the use of
all the dynamic information content of the video represented
using dynamic mode decomposition method. The work done
in [23] utilizes both eye-blink and scene content clues as a
hybrid face liveliness detection system against spoofing with
photographs, videos, and 3D models of a valid user in a face
recognition system.

The last category consists of methods based on the dif-
ference in motion patterns between real and presentation at-
tacks. It is assumed that the presentation attack have rigid
motion whereas real-access attempts has both rigid and non-
rigid motion. This approach depends on the fact that real ac-
cesses correlate with 3D structures whereas presentation at-
tack media are often at 2D planes. Eulerian motion magni-
fication using two sets of features composed of LBPs(Local
Binary Patterns) [15] to enhance facial expressions is a typ-
ical case of the method in this category. The new liveness
detection method is proposed in [24] which utilizes the dif-
ference in optical flow fields generated by the movements of
2D planes and 3D objects. A countermeasure against face
presentation attack was proposed in [4] which were based on
foreground/background motion correlation using optical flow
showing promising results on the Photo-Attack database. The
work in [3] used geometric invariants to detect replay attacks
once a set of automatically located facial points are detected
which was evaluated on two publicly available databases of
NUAA [13] and HONDA [25].

While most of the existing methods use real access data to
try and learn a general classifier to outline presentation attack
attempts, work in [26] uses both texture and motion cues, the
authors built two presentation attack detection methods, one
being a generative approach while the other being a discrimi-
native method to study the client-specific information embed-
ded in the feature space and its effects on the performance of
the system. Similarly, the work in [27] proposes a method
using a classifier trained explicitly for each subject.

The current work regarding detection mechanism share some
similarities to the existing approach which utilizes image con-
tent representation is distinct in the way we formulate the ex-
isting the detection problem. The standard approach used to
detect an anomaly in an image uses two-class formulation
where they separate the negative from the positive samples,
our proposition uses one-class pattern classification methods,
testing it in a modified as well as an existing method which
yields good results to identify presentation attack attempts.
Moreover, the evaluations are performed by using a custom-
made database which better reflects the difficulties of detec-
tion in realistic scenarios. Also, many of the existing pa-
pers are supervised and conducted using face images/videos.
These papers are evaluated using public databases such as Re-
play Attack Database. However, all of these public databases
aims at the evaluation of counterfeit samples that imitate liv-
ing organisms and does not assume the possibility of attacks
that are performed by using unknown samples.For this rea-
son, in this paper, we created our custom-made database of
palm for evaluation by considering the possibility of various
unknown samples. The reason for choosing Palm as a modal-
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ity is that it is smaller in size as compared to face, the database
can be made easily with an inexpensive camera, and it is easy
to create an unknown counterfeit of the entire palm by wear-
ing gloves or by making a false palm out of different com-
pounds.

3 PRESENTATION ATTACK DETECTION
USING ANOMALY GAN

3.1 Generative Adversarial Networks

Goodfellow et al. introduced a concept of Generative Ad-
versarial Network(GAN) [28] which learns a generator ex-
pression indistinguishable by a discriminator by training a
generator model and discriminator model simultaneously. The
aim of the generator is to fool the discriminator by learning
the probability distribution of the input samples. Let « be an
input sample whose true probability distribution is p(x). G
is a generator that takes a latent vector z randomly selected
from the latent space Z and outputs a new sample G(z). The
discriminator D then outputs the probability that the given
input is either the true input from p(x) or the G(z) from the
generator. These two models are simultaneously trained us-
ing the min-max game of the formula:

mgn max V(D,G) = Egrp(a)llog D(x)] +
Eznp.(»)log(l = D(G(2)))] M

Radford et al. [29] introduced deep convolutional genera-
tive adversarial networks (DCGAN) for unsupervised learn-
ing of features by utilizing convolutional neural networks as
the generator and discriminator network. More specifically,
they replaced the pooling layer with stride convolution layer
so that the network can learn its own spatial upsampling. Ad-
ditionally, they removed the full connection layer at the top
of the convolution feature to improve model stability. Finally,
batch normalization was utilized to suppress training prob-
lems caused by poor initialization and helps the propagation
of gradients in deep models by normalizing each unit to have
zero mean and unit variance.

3.2 Proposed Anomaly GAN for PAD

To detect presentation attack using a single image, we pro-
pose unsupervised learning to identify anomalies in imaging
data as candidates for the fake sample. Fig. 1 shows an
overview of our proposal. Our proposed scheme is based
on unsupervised anomaly detection scheme proposed in [30]
which is aimed at detection of disease markers in medical
imaging(hereafter, AnoGAN). AnoGAN uses DCGAN to learn

a manifold of live sample variability, accompanying an anomaly

scoring scheme based on the mapping from image space to a
latent space.

3.2.1 Palm Imaging Model

We learn the palm image manifold X on the image space with
unsupervised learning using only the live palm images. When
a query image is not included in the learned manifold &', it can
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Figure 1: Overview of our proposal

be detected as an unknown input.In DCGAN [29], generator
uses latent vector z chosen from latent space Z uniformly
at random to obtain a smooth mapping G(z) to palm image
manifold X.

3.2.2 Deriving Latent Vector

We can detect the Presentation Attack by checking whether
query image x, is included in the palm image manifold X
learned in the clause 3.2.1. Since DCGAN calculates G(z)
using the randomly chosen latent vector z, G(z) corresponds
to a random point on the palm image manifold X. Conse-
quently, the distance between G(z) and the query image x,
does not necessarily become small even if it is a live sample.
Therefore, to detect an anomaly sample, we should confirm
the existence of a latent vector z that has a sufficiently small
distance between the query image x, and G(Z) on the mani-
fold X.

For finding the Zz from randomly chosen latent vector z, we
use the backpropagation approach proposed in [30]. The loss
function £(z.,) for backpropagation is defined as follows:

L(zy) = (1—=A) Lr(zy) + A-LD(2) 2

where z. is an updated latent vector to fool discriminator
D, Lr(z,) is the generator loss, £Lp(z.) is the discriminator
loss and A is a fixed parameter for convex combination. The
residual loss and the discriminator loss can be obtained as
follows:

Lr(zy) = Z [zqg — G(z5)] 3)
Lp(z,) =Y |f(xg) - F(G(2)) ©)

where f(-) is an output of the discriminator function. Only
the coefficients of z are adapted via backpropagation. The
trained parameters of the generator model and discriminator
model are kept fixed. In our proposal, Z is obtained by ap-
plying backpropagation process o times with query image x,
and randomly selected z. The obtained Z is used in classifi-
cation process.

3.2.3 Classification

In classification process, we investigated the three types of
score function, anomaly score A(z), residual score R(x), and



discriminator score D(x), respectively. The relationship be-
tween each score is defined as follows:

Almg) = (1= A) - R(zg) + A - D(zq) )

where the residual score R(x,) and discrimination score D(z)
are defined by the residual loss £ (Z) and discriminator loss
Lp(Z) using at the « update iteration of the mapping pro-
cedure to the latent space, respectively. All score functions
output a large score for an anomaly image. In our O exper-
iments, we use A = 0.9 in equations (2) and (5) which was
found empirically due to preceding experiments on our palm
dataset.

3.2.4 Cumulative score calculation

The experiment performed in [30] requires the trained model
to be executed for o times and also requires to perform nu-
merous backpropagation steps even if the sample was obvi-
ously an anomaly sample. Therefore, We propose to utilize a
cumulative score C'(z4, 3) for a query image x, at 5-th back-
propagation step which is as follows:

B
Clxq, 8) =Y Alwgs) (6)
b=0
where A(xz, ;) is an anomaly score for b-th backpropagation
step.

If the target is a live sample, A(z,;) will decrease more
sharply as the backpropagation step increases since G(z) and
live sample are within the same manifold X. Therefore, if
we assume that « is the maximum count for the execution
of backpropagation, then the input sample can be classified
as a live sample if the value of cumulative score C(z4, )
is smaller than the threshold th. On the other hand, if at a
certain point 5 whose value is 5 < «, the calculation can
be canceled and the input sample can be classified as a fake
image as soon as the cumulative score satisfies C(x,, 8) >
th. For this reason, it is possible to reduce the amount of
calculation as compared with the usual method which always
requires « times calculation for the backpropagation.

4 EXPERIMENT

In this section, first, a description of the custom-made database

and the evaluation protocols used in this experiment is pro-
vided, following by experimental results obtained from the
database used. All the experiments were carried out using
Python with the tensorflow and pytorch library on a machine
with configuration (Intel i17-5930K, 64GB RAM, 12x Intel(R)
Core(TM), Ubuntu 64bit) environment.

4.1 Database

Many previous works have used public live/fake dataset
such as Replay-Attack Database [2] and Unconstrained Smart-
phone Spoof Attack (USSA) Database [31]. However, it con-
tains only a specific type of fake photo and video samples
making it inadequate in terms of anomaly samples. Therefore,
in our experiment, we constructed a custom-made database to

make sure that the system is being able to make a clear dis-
tinction between live and fake samples even when the system
encounters unexpected inputs such as palm with a glove, palm
with a vinyl glove, etc. which have no direct relation with the
hand. So, in our custom-made database, we prepared a large
amount of data to check whether the system will be able to
counter any fake sample provided to it by the attacker as an
input.

The custom-made database used in the experiment consists
of 8748 live samples and 6648 fake samples of palm with an
image resolution of 160x120 pixels taken directly from ap-
proximately 2000 people with ten different types of mobile
cameras (LG G5, LG Nexus 5x, LG Nexus 5, Sony Xpe-
ria X Performance, Elephone P9000, Sharp Aquos SHV34,
Doogee X5max, Huawei GRS (KII-L22), ASUS zenfone2
(Z00D), ASUS P008). The images are taken in different non-
controlled indoor surrounding conditions such as, inside of-
fice with different background or inside the building with vary-
ing conditions of lighting which also includes photo that is
made in a dark place with the help of flashlight ,etc with vary-
ing postures in order to anticipate all kind of possibilities of
the images that will be used as the input for the system. The
training set used to train the AnoGAN model comprises of
randomly selected 8000 live samples. The test set in total con-
sist of 7396 samples out of which 748 were live palm samples
and 6648 were fake palm samples from cases not included in
the training set. The training that we are performing in this
experiment is uncontrolled without of external interference.
Example of true samples and different variety of fake samples
that were used while training the system is given as below in
Fig. 2. In order to include as many variety of unexpected
fake samples as possible to check the accuracy of the system,
we included photos such as (b)printed photo, (c)hand wear-
ing synthetic glove, (d)hand wearing cotton glove,(e)printed
photo that were cut from the border of the hand part in order
to resemble hand in 2D, (h)gelatin or (g)ham which may not
have direct relation with the hand but can resemble skin and
(f)photo that were taken from a digital device such as iPad or
webcam.

4.2 Evaluation Protocol

The manifold of live images was solely learned on image
data of live cases with the aim to model the variety of live ap-
pearance. So for that purpose, 8000 live samples are selected
from the database as noted earlier to develop the model. In
a real case scenario, it is difficult for users to collect 8000
images in order to create a model for such evaluation, but
this problem can be solved by using learned models provided
by vendors who have easy access to a large amount of data
which will be used to generate the required model for the ex-
periment, real-life use, etc. For performance evaluation in
anomaly detection, we ran various protocols exploited by re-
searchers.

4.2.1 Our Protocol

All the training and test conducted for the anomaly detection
in this work are based on the one class system where only the
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(b) printed photo

(c) synthetic glove (d) cotton glove

(e) trimmed photo

(f) display photo

—~——.

EAR |

(g) ham (h) synthetic compound

Figure 2: Example samples used for training the model for
1 class system. (a) is an example of true sample used for
training the model and (b) to (h) are the different variety of
fake samples that were used for testing the model

live samples are used to develop the model. In particular, the
following systems are used for the development and evalua-
tion:

e AnoGAN+RAW: The AnoGAN which uses one class
system trained using the original image

e SVMI1+RAW: The one-class SVM with a Gaussian ker-
nel trained using the original image

e SVMI1+LBP: The one-class SVM with a Gaussian ker-
nel trained using the LBP feature

For each of these protocols, the model was trained using
8000 live samples and the test was conducted by using 100
fake samples along with 100 live samples which were not in-
cluded in 8000 live samples that were used for training the
model to check the accuracy of the model in order to distin-
guish the fake samples from the live samples. Residual score
R(z,) is taken into account in order to differentiate between
live samples and fake samples. The purpose of this unsuper-
vised one class training is to find the epochs whose training
accuracy as well as prediction accuracy are good and which
does not cause overfitting. For this dataset the epochs which

|

(a) True sample (b) Generated image for (a)

(c) Fake sample (d) Generated image for (c)

Figure 3: Example samples used for training the model for
1 class system and the respective image produced by the
AnoGAN after performing 100 backpropagation. (a)True
sample (b)Image generated by AnoGAN for true sample
(c)Fake sample (d)Image generated by AnoGAN for fake
sample

showed the best result is 50. As we try to increase the epochs
the accuracy of the model decreased. In this experiment, the
unsupervised learning was conducted by changing the epochs
as 20, 25, 50,- - -,100. In the result section of this experiment,
we used the result of 25 epochs as the representative example
and the result of 50 epochs as it shows the best result. The
residual score can vary each time the test is conducted even
if the image used for testing is the same because the residual
score measures the visual dissimilarity between query image
x, and generated image G(Z) in the image space by finding a
point Z in the latent space that corresponds to an image G(2)
that is visually most similar to query image x4 and that is lo-
cated on the manifold X'. We ran 100 backpropagation steps
(ae = 100) for the mapping of new images to the latent space
Z. The image produced after performing 100 backpropaga-
tion is given as in Fig. 3 [0 which shows that the trained model
can generate reasonably realistic looking images when a live
sample is used for the classification of the image as the image
is generated from inside the manifold X'. On the other hand,
when a fake sample is used for the classification process, as
the images are obtained from the same manifold, images that
are close to real to some extent can be obtained. However, as
the query sample is unreal, the residual score gets bigger.

4.2.2 Evaluation Metric

For evaluating the result obtained, we consider the Area Un-
der Curve (AUC) obtained from Receiver Operating Charac-
teristic (ROC) curves. The ROC curve was made using the
residual score as the parameter which yields good results as
shown in [30]. The vertical axis and the horizontal axis of
ROC curves usually present True Positive and False Positive
Rate respectively. It indicates that the plot’ s top left corner is
the optimal point. Preferable TPR for the ROC curve is equal
to one which makes the excellent AUC’s values approaching
one.
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Figure 4: The above figure represents the ROC graph of the
AnoGAN model trained for 25 (orange) and 50 (blue) epochs
respectively by using live samples as an input image for train-
ing.

Table 1: Area under the ROC (AUC) (%) for different systems
obtained by using custom database

System AUC(%)

AnoGAN+RAW (20 Epoch) 83.1
AnoGAN+RAW (25 Epoch) 87.0
AnoGAN+RAW (50 Epoch) 96.8
SVMI1+RAW 34.3
SVM1+LBP 83.5
SVMI1+LBP (cos similarity) 75.9

4.3 Evaluation Results

The one-class systems introduced earlier are evaluated on
the custom-made database which used 8000 live samples to
develop the model. To make sure that there is no bias in the
result obtained after testing each of the models we took out a
total of 200 samples randomly from the palm database, 100
samples each from live samples and fake samples. For the
fake samples, even though the 100 images taken out were se-
lected at random, it was made sure that it contained all the
variety of samples that were taken into account while creating
the fake samples. By doing so, we can see to what extent the
trained model produces the desired result even if it encounters
unexpected input which is fake but has no direct relation with
hand.

Figure. 4 represents the ROC graph of the results obtained
from different models where the Y-axis shows the True Pos-
itive Rate and the X-axis shows False Positive Rate. Addi-
tionally, Table 1 and 2 show the AUC and HTER (Half Total
Error Rate) respectively. Note that HTER can be calculated
by min(T'N + FP)/2.

4.3.1 Accuracy

Table 1 shows that the best performing one-class system re-
garding average performance is Ano-Gan+RAW with an av-
erage AUC of 96.8%. The result obtained regarding AUC
by using one class SVM system [32] as a model for train-

Table 2: Half Total Error Rate(HTER)(%) for different sys-
tems obtained by using custom database

System HTER(%)
AnoGAN+RAW (20 Epoch) 17
AnoGAN+RAW (25 Epoch) 13
AnoGAN+RAW (50 Epoch) 3
SVMI1+RAW 34
SVM1+LBP 17
SVMI1+LBP (cos similarity) 20
700000 { —— fake samples
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E 400000 -
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Figure 5: The above figure represents cumulative score cal-
culation of the AnoGAN model trained for 50 epoch where
the average of cumulative score for each epoch along with the
standard deviation is taken into consideration.

ing and testing the dataset as used for training and testing
AnoGAN is also shown in Table 1 and 2. It is clearly visi-
ble that the proposed AnoGAN system is far more better than
the conventional one class SVM system. As far as the secu-
rity check for AnoGAN is concerned, it can be conducted by
using the image produced by the AnoGAN as the input im-
age while testing the model and comparing the residual score
with that of the unseen real samples and fake samples. As
far as the one class SVM system are concerned, SVM1+LBP
performed better as compared to SVM1+RAW. SVMI1+LBP
is more sensitive whereas SVM 1+RAW is less sensitive to the
attack model because as stated in [19] by using LBP feature
they were able to perform their experiment in a robust way
which was computationally fast and didn’t required any user-
cooperation. Moreover, the extensive experimental analysis
done by them on a publicly available database showed excel-
lent results compared to existing works which proves clari-
fies that SVM1+LBP will show better results as compared to
SVMI1+RAW.

4.3.2 Computational efficiency

As described in section 3.2.4, when using the cumulative score
to perform the analysis, fake input can be detected at 3 back-
propagation which is less than the maximum number of back-
propagation «.. At this time, in order to calculate the effi-
ciency we use the ratio of the average number of backpropa-
gation 3 and the maximum number of backpropagation « that
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Figure 6: The above figure represents the possible efficiency
of the AnoGAN model on the basis cumulative score at each
backpropagation

is B/ as efficiency and evaluate the computational effective-
ness of cumulative score.

Figure. 6 shows the value of efficiency when « is changed.
The protocol mentioned in section 4.2 was used for training
and evaluation of AnoGAN. Regarding the threshold th for
each o, we calculated and applied the threshold value that
minimizes HTER in test data. As it can be seen from Fig. 5,
the larger the «, the greater the efficiency and the greater the
effect of the cumulative score. Also, since efficiency > 0 is
always valid except for a = 0, it is confirmed that using cumu-
lative score always has a computational advantage compared
to using residual score.

5 DISCISSION

In the one-class system, the AnoGAN method is more ac-
curate as compared to conventional one-class SVM which
produced good results in other researches. Among the models
that were produced by the AnoGAN system, the model which
was trained for 50 epoch showed the better result as compared
to other models. From the results we obtained by performing
this, we can see that an unsupervised model such as AnoGAN
could have many benefits, we also see some research limita-
tions.

First, the number of epochs for which you have to train
the system may depend on the number of images that you are
using to train the system. However, we have not yet found out
the relation between them. Therefore, finding the relationship
and optimizing the number of epoch needed from training the
model could help us improve our accuracy.

Second, Infinite samples can be produced from the DC-
GAN used in AnoGAN as it digitally produces images which
are considered as a real sample by the system generating the
model which can be used to improve the accuracy of the sys-
tem and give better results while calculating the residual score
for a given input. Here a doubt arises that, as the DCGAN that
we are using while performing this experiment can generate
an infinite number of samples, it can be thought that the at-
tacker can misuse the produced image by using it to attack
the system, but it is unlikely to happen. This is because, even
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when the result of the GAN is obtained as an image, it is nec-
essary to output it into some other form to make it visible to
us such as paper or a display and shoot with a camera. In
this method, images of living organisms are produced onto a
paper or a display, and samples that are photographed by cam-
eras are detected as a fake sample with high probability. So,
it is not possible to misuse the output of the DCGAN. On the
other hand, as features of biometric information such as the
face, palm, etc. differ depending on the modality, it was con-
sidered possible to perform the estimation of bio-distribution
from different modality using DCGAN. However, it was not
fully verified as we didn’t had many unknown sample in our
custom-made database. It is necessary to do the future exper-
iment by including more unknown sample in the data set.

Third, While testing the one-class SVM method the SVM1
+ LBP produced better results as compared to SVM1 + RAW.
Therefore if the code of AnoGAN is designed in such a way
that it calculates the loss function while taking LBP (histogram,
cosine similarity) into consideration from the point of train-
ing, then there is a chance that it might produce a better re-
sult. Also, we have only examined anomaly detection systems
based on 1 class SVM and AnoGAN; it would be better if we
study other anomaly detection approach also.

Fourth, it can be concluded that even if you train the sys-
tem by using the true samples only, it does not perform well
enough and more modification and research should be con-
ducted to improve the performance of this type of system.
Therefore, to improve the performance, we would like to take
the cost included in the making of the data set which would
serve as a checkpoint from where we can strive for further
improvement.

Last, in the experiment conducted this time, we have only
used the image captured by using the camera that can be found
in any of the typical mobile used by us in our day to day life.
We also did not control or limit the posture of the palm at the
time of the shooting. This is done to increase the robustness
of the model as we assume that by doing so the system will be
able to adjust its identification analysis concerning the user’s
natural behavior. However, since as we are using palm + mo-
bile in this experiment, the number of possible postures will
get limited to some extent and problems may arise when this
system is applied to entirely different applications.

In the future experiment, it is possible that we can incorpo-
rate a higher degree of living body detection which can dis-
tinguish between a live and a fake sample with even more ac-
curacy by combining the system used for creating the model
with sensors that measure biological reaction such as ECG.

6 CONCLUSION

In this study, we investigated a palm presentation attack
detection method based on an anomaly detection using Gen-
erative Adversarial Network. Our remarkable result is that
the proposed PAD scheme achieved 96.8% AUC and 3% of
HTER by using a model trained only with real samples. It is
visible that our proposal can achieve a far better result than
conventional one-class SVM systems. Additionally, it should
be noted that our method can detect presentation attack by us-
ing a single static image. Therefore, this method can also be



directly applied to deal with video presentation attack or be
integrated with a video-based palm liveness detection method
for better performance. It is left to investigate about loss func-
tion suitable for presentation attack and reduce the number of
backpropagation « to improve our method more secure and
convenient.
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Abstract—

In this research, we propose a method for video advertise-
ment insertion on smartphone. The method has an algorithm
which estimates a comfort timing to insert a video adver-
tisement using the acceleration data at the time of watching
a video. To create the algorithm, we formulated three hy-
potheses; (1) Viewers who watch video contents on
smartphones sitting on chairs change their posture when
they take a short breath, (2) The postural change can be de-
tected by analyzing acceleration data from the accelerometer
of the smartphone, (3) The timings of the postural changes
correspondent with timings of a scene change on the video
content and one of the timings is an appropriate timing to
insert a video advertisement. We conducted a preliminary
experiment and found these hypotheses were true. On the
basis of the finding, we proposed an algorithm which esti-
mates a comfort timing using the acceleration data to detect
a viewer’s postural change. The evaluation results showed
accuracy rate of the proposed algorithm was 86% and useful
in terms of practical usage.

Keywords. Video Advertisement, Insertion Algorithm,
Smartphone, Accelerometer

1 INTRODUCTION

In recent years, video sharing services introduce a business
model which inserts video advertisements in their video
contents in the same manner as TV. The business model
becomes popular with increase of smartphone users. Major
video sharing services such as YouTube [1] and niconico [2]
provide smartphone applications to users and the
smartphone applications insert video advertisements to
make a profit. Therefore, many smartphone users have to
watch video advertisements on the video sharing services.

There are three types of video advertisements, which are
pre-roll, post-roll and mid-roll. The pre-roll video adver-
tisement inserts a video advertisement before video start.
The post-roll inserts a video advertisement after video end.
The mid-roll inserts a video advertisement viewing a video
content like TV commercials and becomes popular in recent
years. Adobe reports the mid-roll video advertisement is
engaging commercials which have high completion rate [3].
The mid-roll video advertisements will be used even further
in the next several years.

The mid-roll video advertisement, however, creates disad-
vantage for viewers. If video advertisements are inserted at
the wrong time, the viewers feel discomfort about the adver-
tisement and it will reduce effectiveness of the advertise-

ment. Furthermore, the discomfort about the advertisement
gives the viewers cause to use adblock software. There are
over 600 million devices running adblock software and 11%
of the global internet population is blocking ads on the web
[4]. Moreover, Google Chrome starts to block web adver-
tisements which do not conform to Better Ads Standards
defined by the Coalition for Better Ads [5]. The advertise-
ments ads which disrupt users’ experience tend to be ex-
cluded from web services. Therefore, it is important to insert
video advertisements at right timing so that the viewers can
watch video contents comfortably and the advertisements do
not disrupt their experiment. Otherwise, the video adver-
tisements will be blocked and meaningless.

We have proposed a video advertisement insertion method
which does not interfere with video viewing to make view-
ers accept the video advertisements [6]. In the previous
work, it analyzes characteristics of viewers” comments for
the video content. It enables viewers to watch videos more
comfortably without feeling of interruption of their video
viewing by the video advertisement insertion. However,
there are two issues in the previous method. The first issue
is that the previous method does not apply to various video
sharing services. This is because it needs special kind of
viewers’ comments with playback time such as comments
on the niconico. The second issue is that the previous meth-
od has room for improvement of viewers’ experience. This
is because it does not personalize the timing of video adver-
tisement insertion in spite of difference of the right timings
for each viewer.

In order to solve these issues, based on the fact that the
number of users watching videos on smartphones has in-
creased rapidly, it is worthwhile considering a method using
smartphone sensor information. In this research, we use ac-
celeration information from the accelerometer of the
smartphone at the time of watching video contents. We try
to find relationship between the acceleration information
and appropriate timings for video advertisement insertion.
Utilizing the relationship, we propose a method which esti-
mates an appropriate timing to insert a video advertisement
for each viewer.

The paper is organized as follows. In the next section, we
describe related work and previous work to clarify the issues.
In section 3, we formulate hypotheses in order to create a
new method which utilizes the accelerometer of the
smartphone. Then, we conduct a preliminary experiment in
section 4. We propose a new video advertisement insertion
method in section 5. In section 6, we evaluate the new
method compared with the previous method. Section 7 gives
some conclusions and our future work.

ISSN1883-4566 © 2019 - Informatics Society and the authors. All rights reserved.
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2 RELATED WORK

In this section, we describe an advertising model which be-
comes a reason why the viewers’ discomfort should be re-
moved. Then, we describe related work of video advertise-
ment insertion and detail of our previous work.

2.1  Advertising Model

There is an advertising model, AIDMA [7] which is a psy-
chological process model that leads consumers to purchase
some products. The process goes along “Attention”, “Inter-
est”, “Desire”, “Memory” and “Action”. At first, consumers
watch advertisements and aware of a products (Attention).
Then, they are interested in it (Interest) and desire to get it
(Desire). They memorize the product (Memory) and pur-
chase it at last (Action).

In viewpoint of video sharing services, wrong timing of
video advertisement insertion has a negative impact on the
process. If the viewers feel uncomfortable about the video
advertisement which is inserted at the wrong time, the pro-
cess will stop at “Attention” phase and not proceed to “In-
terest” phase. Therefore, it is important to insert video ad-
vertisements at right timing.

2.2 Video Advertisement Insertion

There are studies of interactive advertising to provide in-
teractivity to the advertising [8]-[11]. The interactive adver-
tising allows selecting appropriate ads according to the
viewers and changing video length and display methods.
Our research is regarded as one of technologies for interac-
tive advertising. Tao Mei et al. [12] proposed a scheme of
appropriate video ad insertion for online videos. In this re-
search, the appropriate timing for video advertisement inser-
tion is determined detecting an unattractive video shot
boundary. The unattractive video shot boundary is detected
by importance of the scene audio-visually. Since this re-
search analyzes video image and audio in detail, the pro-
cessing cost will be high when it applies to a large number
of videos on the video sharing services. Our study aims to
find other approaches which estimate the appropriate timing
for video advertisement insertion without heavy audio-
visual processing.

2.3 Our Previous Work

We have proposed a method for video advertisement inser-
tion which was applicable to the action game videos using
viewers” comments for the video contents on the niconico
[6]. We found appropriate timings for video advertisement
insertion corresponded with timings of scene changes on the
video content. The timings of the scene changes could be
estimated by analyzing viewers’ comments. Details of the
method is as follows.

1.  Getting 10,000 viewers’ comments of the video.
2. Detecting shot boundaries of the video.

3. Calculating sample variance of number of viewers’
comments per second from first shot boundary to last
shot boundary.

4. Omitting the first shot and the last shot from the fol-
lowing process.

5. Detecting a shot boundary which is first with lowest
sample variance after the first boundary with maxi-
mum sample variance from start of the video.

6. Referring 7 shots centered at the detected shot bounda-
ry.

7.  Calculating variance of humber of viewers’ comments
per second for each shot.

8. Calculating difference of the variance between two
adjacent shots.

9.  Finding maximum difference of the variance.

10. Choosing the shot boundary for video advertisement
insertion.

However, the previous method does not apply to various
video sharing services because it needs special kind of
viewers’ comments with playback time such as comments
on the niconico. Moreover, it does not personalize the tim-
ing of video advertisement insertion in spite of differences
of right timing for each viewer. In this paper, we try to solve
these two issues and propose a method which does not need
viewers’ comments with an appropriate timing of video ad-
vertisement insertion for each individual.

3 HYPOTHESES FORMULATION

In this section, we indicate possibility that there is a rela-
tionship between human motion and degree of interest. We
also describe existing techniques of sensing for human mo-
tion to choose what sensor is appropriate for estimating hu-
man motion on smartphones. Then, we formulate hypothe-
ses in order to create a new method.

3.1  Human Motion and Degree of Interest

There are several techniques for estimating human motion
by sensor devices on the smartphone. There are also some
studies which show a relationship between human motion
and degree of interest.

The relationship between eye motion and degree of interest
is well-known [14]-[17]. The data of eye motion can be ac-
quired by eye-tracking techniques. However, high accurate
eye-tracking techniques require special devices for eye
tracking or strict restrictions of the measuring environment.
It is difficult for smartphone users to prepare for the special
devices and strict restrictions force inconvenience upon the
users. For these reason, the eye motion is not suitable to
estimate viewers’ degree of interest on the smartphone.

The relationship between posture and degree of interest is
mentioned [18]. People change their posture at intervals
from 15 to 20 minutes at the time of sitting because of fa-
tigue [19][20]. Meanwhile, their postural change hardly oc-
curs when they are interested on something. We can apply
this knowledge to a method which estimates an appropriate
timing to insert a video advertisement for each viewer if we
can detect viewers’ postural change by smartphone sensors.
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There are a lot of techniques to estimate body motion using
sensors. Visual analysis using video data taken by camera
devices is one of the techniques. However, usage of camera
devices causes large power consumption and it is a disad-
vantage especially on the smartphone. Visual analysis is not
appropriate to estimate body motion. Estimation of the body
motion using acceleration information is popular and light-
weight techniques [21][22]. Most of smartphones have ac-
celerometer and many researchers study estimating body
motion of the smartphone users from the acceleration infor-
mation. These researches show various states of smartphone
users such as sitting, standing, walking, running, going up
and down the stairs and so on can be discriminated. Usage
of accelerometer to detect postural change of smartphone
users is reasonable.

3.2  Hypotheses

Our previous work shows appropriate timings for video
advertisement insertion corresponded with timings of scene
changes on the video content. The viewers may change their
posture in scene changes on the video content. We formulate
three hypotheses as follows.

1. Viewers who watch video contents on smartphones
sitting on chairs change their posture when they take
a short breath.

2. The postural change can be detected by analyzing
acceleration data from the accelerometer of the
smartphone.

3. The timings of the postural changes correspondent
with timings of a scene change on the video content
and one of the timings is an appropriate timing to in-
sert a video advertisement.

If these hypotheses are true, we can create a new method
which estimates an appropriate timing for each individual to
insert a video advertisement by analyzing acceleration data
from the accelerometer of the smartphone.

4 PRELIMINARY EXPERIMENT

We conduct a preliminary experiment to reconfirm if there
are difference of right timings to insert a video advertise-
ment for each viewer and test the hypotheses.

4.1 Methodology

We select 5 videos at random from several videos which
were used in the previous work. We ask 3 participants for
cooperation, who are in their twenties and thirties and have
used some video sharing services. At first, we explain about
the experiment to the participants. They watch the 5 videos
in random order on a smartphone sitting on a chair. We
shoot a video to record their watching situation. In the
smartphone, an application which records acceleration data
from the accelerometer is running. After watching the vide-
0S, We carry out a questionnaire survey to ask the partici-
pants top 3 comfort timings if a video advertisement is in-
serted. We explain the participants the length of the video
advertisement is about 15 seconds. Then, we interview the
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Table 1: Overview of the experiment

3 people in 20s and 30s who have used video

Participants . -
sharing services

Nexus 5

Video 1: 3D action game [23]
Video 2: 2D action game [24]
Video 3: 3D action game [25]
Video 4: 2D action game [26]
Video 5: 3D action game [27]

Sitting on a rotary chair with backrest (seat
height: 30 cm)

Smartphone

Videos

Condition

1. Receive an explanation about the overview
of the experiment
2. Watch the 5 videos in random order
. Answer top 3 comfort timings if a video
advertisement is inserted
4. Take an interview about the comfort timings.

Procedure

w

Table 2: Comfort timings for each participant in video 1

Video 1
Participant A | Participant B | Participant C
1st comfort timing 01:47 07:00 01:08
2nd comfort timing 00:09 06:43 01:47
3rd comfort timing 06:30 01:47 06:43

Table 3: Comfort timings for each participant in video 2

Video 2
Participant A | Participant B | Participant C
1st comfort timing 01:00 09:49 01:23
2nd comfort timing 01:41 10:41 10:41
3rd comfort timing 09:41 05:45 09:41

participants showing the recorded video. Table 1 shows the
overview of the experiment.

4.2 Results

At first, we reconfirm whether there are differences of right
timings to insert a video advertisement for each viewer or
not. Tables 2-6 show the top 3 comfort timings in the 5 vid-
eos for each participant. These results show there are differ-
ences of the right timing for each participant. We found the
participants had characteristic features to select the comfort
timings. The participant A tended to select the 1st comfort
timing in early scenes. The participant B tended to select the
1st comfort timing in late scenes. We reconfirmed that it
was necessary to personalize the timing of video advertise-
ment insertion because there were difference of the right
timings for each viewer.

We also checked the recorded video. The participants
changed their posture in the scene change and the timings of
the postural change matched their comfort timing. The pos-
tural changes rapidly increased the resultant acceleration of
3-axis. These results show monitoring the rapid increase of
the resultant acceleration can detect postural changes of the



58

Y. Saito / A Proposal of a Method for Video Advertisement Insertion on Smartphone

Table 4: Comfort timings for each participant in video 3

Video 3
Participant A | Participant B | Participant C
1st comfort timing 01:23 10:50 07:09
2nd comfort timing 02:19 11:11 10:50
3rd comfort timing 07:09 06:14 11:11

Table 5: Comfort timings for each participant in video 4

Video 4
Participant A | Participant B | Participant C
1st comfort timing 01:39 07:10 01:39
2nd comfort timing 01:44 09:38 07:10
3rd comfort timing 07:10 10:16 03:45

Table 6: Comfort timings for each participant in video 5

Video 5
Participant A | Participant B | Participant C
1st comfort timing 03:41 10:51 05:44
2nd comfort timing 05:44 06:50 06:50
3rd comfort timing 06:50 11:15 11:15

viewers and estimate one of their comfort timings to insert
a video advertisement in the video content.

5 PROPOSED METHOD

The preliminary experiment shows the possibility of esti-
mating a comfort timing for each viewer to insert a video
advertisement utilizing their postural change which can be
detected by the rapid increase of the resultant acceleration of
3-axis. On the basis of the finding, we create an algorithm
for video advertisement insertion.

5.1  Algorithm for Video Advertisement
Insertion

Figure 1 shows a flowchart of the algorithm for video ad-
vertisement insertion using an accelerometer on the
smartphone. In the algorithm, it calculates a test statistic
based on acceleration values for outlier detection which
means occurring the viewer’s postural change. The test stat-
ic T; can be calculated using Acceleration;, E;, SD: at time t.
Acceleration; denotes the resultant acceleration of 3-axis at
time t. E; denotes the average of the resultant acceleration
from the video start to time t. SD; denotes the standard devi-
ation of the resultant acceleration from the video start to
time t. Ty is calculated by the following equation.

T:=| (Acceleration; - E¢) |/ SD¢

The outlier can be detected when the following inequality
is completed.

T¢>2 * SD;

Calculate the following values at fixed intervals.

Resultant acceleration of 3-axis at time t :
Acceleration,
Average of the resultant acceleration
from the video start to time t :
E,
Standard deviation of the resultant acceleration
from the video start to time t :
SD,

Test statistic at time ¢ :
T, = |(Acceleration,—E,)| / SD,

false

false Video

end

true
true

Wait for reaching a shot boundary

Stop the video content and play a video advertisement

Restart the video content

End

Figure 1: The flowchart of the algorithm for video adver-
tisement insertion

If the outlier is detected, the algorithm waits for reaching a
next shot boundary. In the next shot boundary, the video
content is stopped and a video advertisement starts. After
completion of the video advertisement, the video content
restarts and the algorithm terminates the process of the video
advertisement insertion.

5.2  System Design

We assume the algorithm for video advertisement insertion
is implemented on the smartphone as an application for vid-
eo viewing. A video advertisement and acceleration data are
input to the algorithm. The algorithm outputs less than one
comfort timing for each viewer in the video content.

Figure 2 shows the system design of the proposed method.
The proposed system have two servers, which are for video
sharing and video advertisement. Video uploaders submit
their video contents to the video sharing server. Advertising
sponsors provide video advertisements to the video adver-
tisement server. Video viewers have smartphones with a
smartphone application for video viewing which has the
algorithm for video advertisement insertion. The smartphone
application plays a video content from the video sharing
server. Shot boundaries of the video content are detected by
existing techniques for shot boundaries detection and it lies
outside the scope of our research. While the video viewer is
watching the video content, the algorithm for video adver-
tisement insertion
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Figure 2: System design of the proposed method

monitors acceleration data of the smartphone. The
smartphone application stops the video content temporarily
and starts a video advertisement from the video advertise-
ment server when the algorithm estimates the timing is com-
fort for the viewer. After that, the video content restarts
without any more video advertisement in the viewing. Note
that we suppose the algorithm works only when the video
viewer is sitting on a chair and the viewer watches the video
holding the smartphone without video skip. In case of other
conditions, new routines should be added to the algorithm.

6 EVALUATION

We evaluate the performance of the proposed algorithm for
video advertisement insertion using an accelerometer on the
smartphone. Comparing the previous algorithm, we verify
the proposed algorithm estimates a better comfort timing for
each viewer.

6.1 Methodology

The evaluation is conducted in the same manner as the pre-
liminary experiment. We use 5 videos which are same vide-
os in the preliminary experiment. We ask 10 participants for
cooperation, who are in their twenties and thirties and have
used some video sharing services. At first, we explain about
the experiment to the participants. They watch the 5 videos
in random order on a smartphone sitting on a chair. We
shoot a video to record their watching situation. In the
smartphone, an application which records acceleration data
from the accelerometer is running. After watching the vide-
0S, We carry out a questionnaire survey to ask the partici-
pants top 3 comfort timings if a video advertisement is in-
serted. We explain the participants the length of the video
advertisement is about 15 seconds.

After getting data of acceleration and comfort timings, we
estimated a comfort timing for each viewer by using the
proposed algorithm. We also estimated a comfort timing by
using the previous algorithm which used viewers’ comments
on the niconico. Then, we compared the result of the pro-
posed algorithm with one of the previous algorithm.

6.2 Results

Figure 3 shows graphs of the resultant acceleration of 3-
axis on the smartphone when each participant was viewing
the Videos 1-5. The horizontal axis and vertical axis of these
graphs show elapsed time since the video started and the
resultant acceleration of 3-axis. The proposed algorithm for
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video advertisement insertion estimated a comfort timing for
each viewer based on the acceleration data. From these
graphs, we can see the rapid increase of the resultant accel-
eration caused by the participant’s postural change.

Table 7 shows the result of comparing an estimated timing
of the proposed algorithm with top 3 comfort timings for
each viewer. Table 8 shows the result of comparing an esti-
mated timing of the previous algorithm with top 3 comfort
timings for each viewer. In these tables, “1st” means the
estimated timing coincides with the 1st comfort timing for
the viewer. The same applies to “2nd” and “3rd”. “n/a”
means the estimated timing does not coincide with any top 3
comfort timings. We regard the estimated timing is an ap-
propriate timing if it coincides with one of the top 3 comfort
timings.

From Table 7, the proposed algorithm could estimate 43
appropriate timings of the 50 chances. The accuracy rate of
the proposed algorithm was 86%. On the other hand, the
previous algorithm could estimate only 22 appropriate tim-
ings of the 50 chances as shown in Table 8. The accuracy
rate of the previous algorithm was 44%. Comparing these
results, the proposed algorithm improved the accuracy rate
more than 40%. Personalization of a timing to insert a video
advertisement contributed the improvement of accuracy rate.

Table 7: Result of comparing an estimated timing of the
proposed algorithm with top 3 comfort timings for each

viewer
Video 1 | Video 2 | Video 3 | Video 4 | Video 5
Participant A | 1st 2nd 1st 2nd n/a
Participant B | 1st 1st 2nd n/a n/a
Participant C | 1st 3rd 1st 1st 1st
Participant D | 3rd 1st 3rd n/a 1st
Participant E 1st 1st 2nd 1st 3rd
Participant F 1st 1st 1st 2nd 2nd
Participant G | 2nd 3rd 1st 1st n/a
Participant H | 1st 2nd 1st n/a 1st
Participant | 1st n/a 3rd 2nd 3rd
Participant J 2nd 1st 1st 1st 1st

Table 8: Result of comparing an estimated timing of the
previous algorithm with top 3 comfort timings for each
viewer

Video 1 | Video 2 | Video 3 | Video 4 | Video 5
Participant A | n/a n/a n/a 1st n/a
Participant B | n/a n/a 1st n/a 3rd
Participant C | n/a n/a 2nd 1st n/a
Participant D | n/a n/a 3rd 3rd n/a
Participant E n/a 3rd 1st 3rd n/a
Participant F n/a 2nd 3rd n/a 2nd
Participant G | 3rd n/a Ist 2nd n/a
ParticipantH |[n/a n/a 1st n/a 2nd
Participant | n/a n/a n/a 3rd n/a
Participant J 3rd 3rd 1st n/a n/a
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Table 9: Result of top 3 videos which the participants an-

swered to hesitate to be watch a video advertisement

1st negative 2nd negative 3rd negative

opinion of opinion of opinion of

ad insertion ad insertion ad insertion
Participant A Video 5 Video 4 Video 2
Participant B Video 5 Video 4 Video 3
Participant D Video 4 Video 1 Video 3
Participant E Video 5 Video 3 Video 4
Participant G Video 2 Video 5 Video 4
Participant H Video 4 Video 2 Video 5
Participant | Video 4 Video 5 Video 3

We interviewed the participants about the results. Partici-
pant | answered the estimated timing of the proposed algo-
rithm in Video 2 was 7th comfort timing. This is not so
comfort but an acceptable timing. From this fact, all partici-
pants will accept all estimated timings of the proposed algo-
rithm in Videos 1-3. However, there are many unacceptable
estimated timings of the proposed algorithm in Videos 4-5.
To study a reason why the proposed algorithm did not esti-
mate comfort timings, we also interviewed the participants if
there were videos which they would like not to watch a vid-
eo advertisement. 7 participants answered “Yes”. Then, we
ask top 3 videos in which they hesitate to be watch a video
advertisement. Table 9 shows the result of top 3 videos
which the participants answered to hesitate to be watch a
video advertisement. From the result, most of the partici-
pants answered Videos 4-5 are not suitable for video adver-
tisement insertion. The reason why they does not like to be
inserted a video advertisement in Video 4-5 is “There is not
clear scene changes in these videos”. When there were not
clear scene changes in a video content, it was better not to
use the mid-roll video advertisement in the first place and
the low accuracy rate of the proposed algorithm was una-
voidable result.

7 CONCLUSION

In this paper, we proposed a method for video advertise-
ment insertion using acceleration data on smartphone. From
the preliminary experiment, we got 3 findings; (1) viewers
who watch video contents on smartphones sitting on chairs
change their posture when they take a short breath, (2) the
postural change can be detected by analyzing acceleration
data from the accelerometer of the smartphone, (3) the tim-
ings of the postural changes correspondent with timings of a
scene change on the video content and one of the timings is
an appropriate timing to insert a video advertisement. Then,
we created an algorithm for video advertisement insertion
and designed its system.

From the evaluation results, we found the proposed algo-
rithm improved the accuracy rate more than 40% comparing
with the previous algorithm. This result showed the effec-
tiveness of the proposed algorithm. However, we also found
the proposed algorithm could not estimate an appropriate
comfort timing in the videos which did not have clear scene
changes because it was inappropriate to use the mid-roll
video advertisement.
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For the future work, we will try to study other algorithms
even if the viewer does not sit on a chair. We also study a
method which switch mid-roll to pre-roll or post-roll video
advertisement when there are not clear scene changes in the
video content.
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