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Abstract - Nowadays, smartphones are equipped with various personal authentication functions to prevent imposters
from misusing. However, low utilization rate of personal
authentication functions caused by the inconvenient operations becomes the problem. To reduce the inconvenience,
authentication methods based on behavior characteristics
have been studied. Gait-based authentication is one of them.
This authentication method automatically identifies individuals based on walking motions measured by smartphone
sensors. The purpose of this study is to find the appropriate
methods in each authentication process and to improve the
authentication accuracy. For these purpose, we tested the
various distance calculation methods, and four fusion algorithms. As this result, we found the appropriate methods in
each process. Furthermore, by applying these appropriate
methods to the authentication system, the authentication
accuracy was significantly improved in comparison with
previous studies.
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INTRODUCTION

The use of portable terminals such as smartphones has increased in recent years and can be expected to increase in
the future. Though initially used mainly for telephone calls,
text messages, and browsing, nowadays such devices also
serve many other important functions, such as making payments and storing private and business information. Accordingly, smartphones and other portable terminals have become loaded with various functions intended to prevent
misuse by imposters. One of these is personal authentication,
for which there are many methods, such as personal identification numbers (PINs) and passwords. Recently, methods
such as pattern locks, which are more difficult for an imposter to break, has been incorporated into the devices. Furthermore, terminals with biometric identification using fingerprints or face images have been developed. As these examples illustrate, developers are making serious efforts to
prevent improper use of these devices. On the other hand,
there are reports and news items showing that approximately
50% of users do not use personal authentication on their
devices, perhaps because they feel that the authentication
methods are too difficult to use. Previous studies proposed
easier authentication methods by extracting individual features of device operation, such as swinging the terminal or
tapping on the display. However these methods require con-

scious action, so they cannot perform authentication in the
background.
On the other hand, it is conceivable that individual authentication might be established through daily repeated
activities. With such a method, users can unlock their terminal without conscious authentication operations. Gait-based
authentication is one example of an unconscious method of
this type. The Ministry of Health, Labour and Welfare reported that Japanese adult men walk an average of 7,099
steps in a day. Furthermore, we think that walking is performed in various situations. If gait-based authentication
was established, the inconvenience users feel in individual
authentication would be reduced. There are many scenes
when we want to unlock our smartphones quickly and automatically in daily life. Examples are automatic-ticket gate
and payment with IC card of smartphone at the cash desk.
Furthermore, this authentication system can identify the
owner without conscious operation repeatedly. Therefore,
this authentication system can use as the theft detecting system. This authentication system can develop with the simple
sensors. So, there is a research which proposed that this authentication system was built into smart key system for cars.
We work with multi-modal authentication to improve authentication performance by combining multiple methods in
individual authentication [1].
Fernand et al. [2] combined faces and fingerprints to improve accuracy. Zhou et al. [3] combined features of side
face and gait using principal component analysis to identify
people, and many other researchers have also attempted to
improve accuracy using biometric authentication.
However, wearing multiple sensors on various body parts
sacrifices convenience, the advantage of gait authentication.
For this reason, we adopt a method that combines multiple
sensor methods measuring the same body parts using multiple sensors, and a multi-sample method that measures a modality several times to improve performance. It is possible to
equip a terminal with multiple sensors, enabling us to authenticate using multiple sensors without imposing a burden
on users.
In this study, we use two sensors (a three-axis acceleration
sensor and a three-axis gyro sensor) to measure human
walking motion. We show that the proposed method, which
combines distance information recorded by these two sensors, improves authentication accuracy in comparison with
previous studies.
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Figure 1: Overview of the proposed system.

RELATED WORK

There has been related work on authentication using
wearable sensors for walking motions. The most common
approach is to use acceleration sensors fixed at the user’s
waist. We explain the details of that work in this section.

To the best of our knowledge, there are no studies on the
fusion of multiple sensors placed in a trouser front pocket.
In this study, to improve authentication accuracy, we propose a method of fused distances based on acceleration and
angular velocity placed in a trouser front pocket.

2.1

3 PROPOSED METHOD

Position of Sensors

Table 1 summarizes the related work. These studies explored features and authentication methods primarily to improve performance. However, they did not investigate which
sensor positions would be acceptable for daily use. Those
studies measured mainly using devices attached on the belt
on the middle or side of the waist, and authenticated subjects
based on the acceleration signals. This requires using a
smartphone case such as a holster for attaching the terminal
to the waist. Users might find this unacceptable, because
gait authentication then requires them to have the container
with them. Consequently, we decided that the trouser frontpocket might be acceptable to users, because they can then
have the terminal without using special tools, and we investigated performance improvement in this position. The study
in [7] examined this position. This study aims to improve
authentication performance in comparison to that previous
study.

2.2

Fusion of Multiple Sensors

Many acceleration-based approaches to gait-based authentication have been explored.
Mäntyjärviet et al. [4] proposed three authentication methods: fast Fourier transform, correlation, and statistical features.
Gafurov et al. [5]-[7] studied methods based on acceleration, and made measurements by using acceleration sensors
on various parts of subject’s bodies. They used a template
signal and multiple time-normalized signals, with the acceleration sensor placed in the trouser front pocket [7].
Gracian et al. [8] devised the feature of gait acceleration
for user authentication.
Derawi et al. [9] proposed a multi-sampling method that
authenticated using multiple signals from both templates and
inputs. Their method calculated distances of all combinations of templates and inputs with dynamic time warping
(DTW).
Soumik et al. [10] measured walking motions with eight
angle sensors attached on various joints.

3.1

Overview

Figure 1 shows an overview of the proposed authentication
method. This method authenticates users based on distances
among input and template signals in the time domain. Template signals are registered in the database in advance.
Gait signals show similar waveforms repeatedly for each
subject. We expect that when genuine, the distance between
input and template signals is small, and when from an imposter, the distance is greater. Consequently, we considered
that it is possible to generate a common classifier among all
users for authentication. When we fuse distances calculated
from multiple sensors, we use a common classifier in all
subjects.
When the system employed multi-sample method, users
need to walk long distances for multiple input signals to be
used for authentication. Therefore, we consider that multisample authentication must calculate the distance between
an input signal and the multiple template signals registered.

3.2 Gait Recognition and Quasi-Periodic Signal Extraction
We attached a sensor unit whose x-, y-, and z-axis detected
vertical, sideway, and forward-backward acceleration, respectively, in standing posture. The direction of each axis is
shown in Fig. 2. Each signal of a gyro sensor detects an angular velocity whose rotary axis is identical to each axis of
an acceleration sensor. Each subject wore a sensor unit attached to a belt with hook and loop fastener. This unit was
placed on the front of the left femur area.
Examples of three-axis acceleration and three-axis angular
velocity are shown in Fig. 3 and 4. During walking, the acceleration and gyro sensors measured similar waveforms
repeatedly. These signals are quasi-periodic signals with no
equalization of cycles and amplitudes. The length of a gait
cycle is two steps. The gait cycle consists of four periods,
double limb support (in left stance phase), single limb support (in right swing phase), double limb support (in right
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Figure 3: Example of gait signals from three-axis acceleration sensor.
stance phase) and single limb support (in left swing phase).
We walk forward by repeating the four periods. If we
change the start period of the signal extraction for each user
to obtain the input signals and the template signals whose
lengths are two steps, we extract the signals with different
order of periods for each user. As a result, we obtain their
signals with different waveform among users and may
achieve good performance seemingly in authentication. To
prevent influence on authentication accuracy by different
waveform for each user, we decided to extract their quasiperiodic signals with the same order of the gait periods to all
users. For this reason, we conducted a preliminary experiment to investigate the relation between walking motion and
six-axis signals. To measure the time from a left heel touching ground to its rising from the ground, two force sensors
synchronized with the sensor unit were attached to their left
toe and heel. Examples of the acceleration along the x-axis
and the signal of the force sensor are shown in Fig. 5. The
graph shows that the time when the acceleration becomes a
local maximum is approximately equal to the time when the
value of the force sensor under the left heel begins to increase. This result indicates that the time when the acceleration becomes a local maximum coincides with the time
when the left heel lands on the ground. Hence, we extract
these quasi-periodic signals of the same walking motion
period in the different subjects using the following method.

3.2.1
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Before beginning, all signals were smoothed using a Savitzky–Golay filter [11]. We look for the time 𝑡𝑠 when the acceleration is greater than 1.2 G from the start of this quasiperiodic signal extraction method.

3.2.2

Quasi-Periodic Signal Extraction

After detection, we extract quasi-periodic signals measuring the period between left-heel landings on the ground. The
extraction process with x-axis acceleration 𝑨𝑥 is as follows:
1) We search for the maximum time 𝑇0 within two seconds
after walking detection 𝑡𝑠 . We selected 𝑇0 as the start
time of cycle 𝑪0 . For reference, the process of detecting
𝑇0 is shown in Fig. 6.
2) To find the end time of 𝑪0 , we search for all times of local maxima 𝒕1 = {𝑡11 , 𝑡12 , 𝑡13 ⋯ } from 0.7 to 1.3 s after
𝑇0 from 𝑨𝑥 .
3) We extract subsets 𝒔0 that are 0.6 s of the signal. 𝑇0 is the
middle time of subset 𝒔0 . In the same way, each element
in 𝒕1 is the middle time of subsets 𝑺1 =
{𝒔11 , 𝒔12 , 𝒔13 ⋯ }, whose subsets are extracted as 0.6 s
signals. For example, 𝒔11 are 0.6s of extracted signal
whose middle time is 𝑡11 . We calculate values 𝑵1 =
{𝑁11 , 𝑁12 , 𝑁13 ⋯ } of the normalized cross correlation
(NCC) among 𝒔0 and each element in 𝑺𝟏 . We take the
middle time of max(𝑵1 ) as the start time 𝑇1 of the next
cycle 𝑪1 . Figure 7 shows an example of detecting 𝑇1 . As
a result of the calculations using NCC, we take 𝑡13 as 𝑇1 .
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Through this processing, we obtain one cycle 𝑪0 by extracting 𝑨𝑥 from 𝑇0 to 𝑇1 .
4) Next, we search for all times of local maxima 𝒕2 =
{𝑡21 , 𝑡22 , 𝑡23 ⋯ } from 0.7 to 1.3 s after 𝑇1 . We extract
subsets of signal 𝑺2 = {𝒔21 , 𝒔22 , 𝒔23 ⋯ } from 𝑇1
to
each 𝒕2 . We calculate distances 𝒅2 = {𝑑21 , 𝑑22 , 𝑑23 ⋯ }
between 𝑪0 and each 𝑺2 using DTW. To eliminate the
effect of differences in signal length, we divided each
distance by the total length of 𝑪0 and each 𝑺2 . We take
the time 𝑡22 of minimum distance as the start time 𝑇2 of
the next cycle 𝑪2 .
5) After the time 𝑇𝑛 of minimum distance is calculated using
DTW among 𝑪𝑛−1 and 𝑺𝑛 , we begin searching for the
next start time 𝑇𝑛+1 by repeating step 4) .
6) When forward searching is completed, we repeat the process by searching backward at 𝑇0 .
7) The end time of an extracted cycle duplicates the start
time of the next cycle. Hence, we eliminated amplitude
of end time from each extracted cycle.
8) When we observed the extracted signals, we found that
those near the signals of starting to walk had a large distortion as compared with other signals. Based on the result of analysis, the variance of each signal with a large
distortion is smaller than the variance of other signals.
Hence, we searched for the first distorted signals whose
variance was greater than the threshold 0.09. We assumed that the signals used for authentication were signals subsequent to it. Examples of the variance from extracted signals are shown in Fig. 9. In this x-axis acceleration, we took the signals to be used for authentication
as the cycles after 𝐶0 . We recorded the starting times of
extracted cycles, and extracted signals for the other twoaxis acceleration and three-axis angular velocity using
the same starting time.
The x-axis signals extracted by this method are shown in
Fig. 10 and 11. Figure 10 shows two quasi-periodic signals
extracted from the same subject. In Fig. 11, the solid and
dotted lines indicate extracted quasi-periodic signals from
different subjects.
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3.3

Distance Calculation Methods

To find the better method, we tested DTW and linear interpolation which equalize the length of two signals. These
are frequently used for calculating dissimilarity as a distance
between time series data. Let 𝑿 = {𝑥(𝑖)|𝑖 = , , ⋯ , 𝑚} ,
𝒀 = {𝑦(𝑗)|𝑗 = , , ⋯ , 𝑛} be time series data. The distance
by DTW between 𝑿 and 𝒀 is defined as
𝐷𝐷𝑇𝑊 (𝑿, 𝒀) = 𝑓(𝑚, 𝑛)
𝑓(𝑖 − , 𝑗 − ) + 𝑑𝑖𝑠𝑡(𝑥(𝑖), 𝑦(𝑗))
𝑓(𝑖, 𝑗) = min {𝑓(𝑖, 𝑗 − ) + 𝑑𝑖𝑠𝑡(𝑥(𝑖), 𝑦(𝑗)) + 𝐺𝑃
𝑓(𝑖 − , 𝑗) + 𝑑𝑖𝑠𝑡(𝑥(𝑖), 𝑦(𝑗)) + 𝐺𝑃
𝑓( , ) = , 𝑓( , ) = 𝑓( , ) = ∞
where 𝐷𝐷𝑇𝑊 (𝑿, 𝒀) is the distance calculated using DTW, 𝑚
and 𝑛 are the number of lengths in signals 𝑿 and 𝒀, and 𝐺𝑃
is a gap penalty in the case of non-linear extension. We
adopted the different distance calculation method for each
sensor. The distance calculation function is substituted into
𝑑𝑖𝑠𝑡(𝑥(𝑖), 𝑦(𝑗)) . Next, to adapt the differences of signal
length by differences of walking speed, we normalized the
distance by dividing the total length of the two signals. The
normalized distance 𝐷(𝑿, 𝒀) is calculated as
𝐷(𝑿, 𝒀) =

𝐷𝐷𝑇𝑊 (𝑿, 𝒀)
𝑚+𝑛

Similarly, in the case of linear interpolation, the length of
̅ and 𝒀
̅ was equalized to the longer length between 𝑿 and 𝒀
𝑿
using linear interpolation to 𝑿 and 𝒀. The normalized distance 𝐷(𝑿, 𝒀) is calculated as
̅, 𝒀
̅)
𝐷𝐿𝐼 (𝑿
𝑚
𝐷(𝑿, 𝒀) =
̅, 𝒀
̅)
𝐷𝐿𝐼 (𝑿
{
𝑛

(𝑚 ≥ 𝑛)
(𝑚 < 𝑛)

̅, 𝒀
̅ ) is the distance between 𝑿
̅ and 𝒀
̅.
where 𝐷𝐿𝐼 (𝑿
In the multi-sample case, we used the median as the distance. Let 𝒀 = {𝒀1 , 𝒀2 , ⋯ , 𝒀𝑘 , ⋯ , 𝒀𝑝 }be multiple template
signals. This distance was calculated as

Angular Velocity Distance

axis input angular

velocity signal,

and

́ =
let 𝒈𝑞𝑘

(𝑔́ 𝑞𝑘 ( ), 𝑔́ 𝑞𝑘 ( ), ⋯ , 𝑔́ 𝑞𝑘 (𝑗), ⋯ 𝑔́ 𝑞𝑘 (𝑛)) be the 𝑘-th template
in q-axis angular velocity signal. We tested three distance
calculation methods. They were Euclidean distance, Manhattan distance (absolute distance), and the distance based
on correlation (denoted as Crr distance).
In the case of linear interpolation, Manhattan distance between a q-axis input angular velocity signal and a 𝑘-th template in q-axis angular velocity signal was calculated as
′ (𝑙)|
̅𝑞 , 𝒈
̅ ′ 𝑞𝑘 ) = ∑|𝑔̅𝑞 (𝑙) − 𝑔̅𝑞𝑘
𝐷𝐿𝐼 (𝒈
𝑙

Euclidean distance was calculated as
′ (𝑙))
̅𝑞 , 𝒈
̅ ′ 𝑞𝑘 ) = √∑ (𝑔̅𝑞 (𝑙) − 𝑔̅𝑞𝑘
𝐷𝐿𝐼 (𝒈

2

𝑙

Crr distance was not divided by the total length of two signals, because signal length is not affected on the correlation
value. Therefore, in the case of Crr distance calculation,
́ ) was calculated as
𝐷(𝒈𝑞 , 𝒈𝑞𝑘
́ )=
𝐷(𝒈𝑞 , 𝒈𝑞𝑘

̅𝑞 , 𝒈
̅ ′ 𝑞𝑘 )
− 𝑁𝐶𝐶 (𝒈

where 𝑁𝐶𝐶( ) is the normalized cross correlation between
̅ 𝑞 and 𝒈
̅ ′ 𝑞𝑘 .
𝒈
In the case of distance calculation using DTW, Euclidean
distance calculation function 𝑑𝑖𝑠𝑡(𝑔𝑞 (𝑖), 𝑔𝑞𝑘
́ (𝑗)) was calculated as
𝑑𝑖𝑠𝑡(𝑔𝑞 (𝑖), 𝑔𝑞𝑘
́ (𝑗)) = (𝑔𝑞 (𝑖) − 𝑔́ 𝑞𝑘 (𝑗))

2

Finally, we calculated Euclidean distance with DTW as
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́ ) = √𝑓(𝑚, 𝑛)
𝐷𝐷𝑇𝑊 (𝒈𝑞 , 𝒈𝑞𝑘
Manhattan distance calculation function was calculated as
𝑑𝑖𝑠𝑡(𝑔𝑞 (𝑖), 𝑔́ 𝑞𝑘 (𝑗), ) = |𝑔𝑞 (𝑖) − 𝑔́ 𝑞𝑘 (𝑗)|
Crr distance cannot be calculated using DTW. Thus, in the
case of DTW, we calculated only two types of distance.

3.3.2

Acceleration Distance

It is known that acceleration depends on the distance from
the center of rotation in the circular motion. If different amplitude normalizations are applied to each axis acceleration,
they are compressed at different ratios at the same time. As
a result, when the normalized accelerations of the three axes
at the same time were combined as a vector, the direction of
the vector was changed before normalization. This problem
was caused by comparing it with the values of acceleration.
Hence, we compared it with the direction of three-axis acceleration between the input and the template acceleration
signals [12]. Let 𝒂(𝑖) be the 𝑖 th input acceleration vector
of an input signal, and let 𝒂′𝑘 (𝑗) be the 𝑗th template acceleration vector of a 𝑘 template signal.
𝒂(𝑖) = (𝑎𝑥 (𝑖), 𝑎𝑦 (𝑖), 𝑎 (𝑖))
′ (𝑗), ′ (𝑗), ′ (𝑗))
𝒂′𝑘 (𝑗) = (𝑎𝑥𝑘
𝑎𝑦𝑘
𝑎𝑘

where 𝑎𝑞 (𝑖) is the q-axis 𝑖 th amplitude of input acceleration
′ (𝑗)
signal, and 𝑎𝑞𝑘
is the q-axis 𝑗 th amplitude of 𝑘-th template acceleration signal. The difference of direction between the 𝑖 th input acceleration vector and 𝑗th 𝑘-th template
acceleration vector was calculated as
𝑑𝑖𝑠𝑡(𝒂(𝑖), 𝒂′𝑘 (𝑗)) = ar o

〈𝒂(𝑖), 𝒂′𝑘 (𝑗)〉
‖𝒂(𝑖)‖‖𝒂′𝑘 (𝑗)‖

The distance based on difference of direction is calculated
using DTW by substituting this function into 𝑑𝑖𝑠𝑡( ).
To compare this three-axis composite method with others,
authentication accuracy of each axis acceleration was calculated using the same normalization and distance calculation
method for angular velocity.

3.4

Distance Fusion

In biometrics authentication, score fusions were attempted
using various methods [1], [13].
To eliminate subject dependency, we subtracted the average distance from the distance before fusion. This average
distance was calculated between a subject’s template signal
𝒀 and the same subject’s recorded data γ except his or her
template signal 𝒀. This averaged distance was calculated
with the all template signals selected in the evaluation. In
the case of multi-sampling, the average distance of template
̅̅̅̅̅̅̅̅̅̅
signals 𝐷(𝜸,
𝒀) is an averaged distance of medians calculated among all combinations of template signals using the
same calculation of the median between an input signal and

multiple template signals. This averaged value was calculated as one value for a subject by using the subject’s all selected template signals with replacing the template signals
from subject’s recorded signal. The normalized distance is
calculated by subtracting the average distance from the distance calculated by DTW between an input signal and the
template signals as
𝐷𝑠 (𝑿, 𝒀) = 𝐷(𝑿, 𝒀) − ̅̅̅̅̅̅̅̅̅̅
𝐷(𝜸, 𝒀)
Finally, two types of fused distance 𝐷𝑓 were calculated as
𝐷𝑓 = 𝑓 (𝐷𝑠 (𝒂, 𝒂′ ), 𝐷𝑠 (𝒈𝑥 , 𝒈𝑥́ ), 𝐷𝑠 (𝒈𝑦 , 𝒈𝑦́ ), 𝐷𝑠 (𝒈 , 𝒈́ ))
𝐷𝑓 = 𝑓(𝐷𝑠 (𝒂, 𝒂′ ), 𝐷𝑠 (𝒂𝑥 , 𝒂′𝑥 ), 𝐷𝑠 (𝒂 , 𝒂′𝑦 ), 𝐷𝑠 (𝒂 , 𝒂′ ),
𝐷𝑠 (𝒈𝑥 , 𝒈𝑥́ ), 𝐷𝑠 (𝒈𝑦 , 𝒈𝑦́ ), 𝐷𝑠 (𝒈 , 𝒈́ ))
where 𝑓( ) is a function of fusion which combines the distances. In the our previous experiment, we found that the
authentication from the four distances (difference of the
direction between acceleration vectors and each axis angular
velocity signal) outperformed the authentication from six
distances (each axis acceleration signal and each axis angular velocity signal). Therefore, the accuracy from six distances was not verified in this study.
We consider four rules for fusing distances as below.
(1) Addition without weight coefficients (denoted as Sum)
(2) Support vector machine (SVM) with a linear kernel
(denoted as Linear)
(3) SVM with a radial basis function kernel (denoted as
RBF)
(4) Linear logistic regression (denoted as LLR)
In calculations using SVM, the classifier must learn based
on training dataset. In this study, we obtained too many negative instances as compared with positive instances. Such
datasets are said to be imbalanced. It is well known that
SVM performs poorly in this case. Hence, we applied the
synthetic minority over-sampling technique (SMOTE) [14]
to adjust the number of these instances. This algorithm adds
the instances among instances based on the k-nearest neighbor algorithm for the small instances.

4
4.1

EXPERIMENT
Index of Performance

We evaluated accuracy by equal error rate (EER). The
EER is obtained from the intersection of the false acceptance rate (FAR) and the false rejection rate (FRR). An
example of EER is shown in Fig. 12.

4.2 Dataset
Data was collected from 50 subjects, ranging in age from
18 to 21 years old. We instructed the subjects to walk at
their normal walking speeds. When the measurement began,
the subjects remained stationary for a few seconds. After
that, they walked a specified distance once. The measurement course is a flat and straight indoor passageway. The
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subjects did not use a clock or metronome to measure their
walking speed.
We set the sampling frequency of the sensor unit to 1,000
Hz. To equalize the performance of the smartphone’s sensors, we changed the sampling frequency from 1,000 to 100
Hz by thinning out.
We obtained 30 signals of each axis acceleration and 30
signals of each axis angular velocity from every subject.

4.3

Experiment for Distance Calculation

Proposed authentication method is combined multiple processes. Verifying the all combinations of all methods of all
processes needs too many times. Therefore, we applied stepby-step evaluation to find the appropriate method in each
process.
To reveal the most appropriate distance calculation methods for each sensor, the authentication accuracy in unisensor uni-sample authentication was calculated by each
distance calculation method. Table 2, and 3 show the EERs
for uni-sensor uni-sample methods. The distance calculation
combinations of DTW and Manhattan distance showed the
best performance with each axis signal of two sensors.
Therefore, this combination was employed as features of
fusion functions.

4.4 Experiment for Verification of Fusion Effectiveness
To verify the effectiveness of each proposed method, we
evaluate the four combinations. These are uni-sensor unisample combination, uni-sensor uni-sample combination,
multi-sensor uni-sample combination, and multi-sample
multi-sensor combination. Uni-sensor used one axis of a
sensor. Multi-sensor calculated a fused score from six axes
signals. Uni-sample used one template signal. Multi-sample
used six template signals.

4.4.1

Experimental Setting

We divided the signals into five groups and performed
five-fold cross-validation. To generate a fusion model, we
used four groups as training data, and one group as test data.
We calculated the distances between all of the training signals of all subjects. The distances between the same subjects
are positive instances, and the distances between different
100

FRR, FAR [%]

80

FRR
FAR

60
40

20
0
0.0

0.2
0.4
threshold (distance)

Figure 12: Determining EER.

0.6
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subjects are treated as negative instances. The overall accuracies were calculated with common thresholds to each classifier in each fusion rule.
Template signals used for calculating distance include six
signals, because the number of template signals is equal to
the number of template signals of the previous study [7].
The manner of selecting templates from training data was to
select six sequential signals from 24 signals. However, when
some of the sequential six signals were selected as test data
by cross-validation, we selected the signals in sequence
from the nearest start time in the training data.

4.4.2 Experimental Result
For comparison purposes, we calculated EERs of unisensor uni-sample (one-axis and one template), uni-sensor
multi-sample (one-axis and six templates), multi-sensor unisample (six-axis fusion and one template), multi-sensor multi-sample (six-axis fusion and six templates), and previous
work [7]. The method used in this previous work created an
authentication signal from six signals that were normalized
for time length. They were calculated as the absolute distance between a template signal and an input signal.
We summarized the EERs in Tables 4, 5, and 6. The minimum EER (the best result) was 1.0%, which was achieved
by the proposed multi-sensor multi-sample method from
four distances with two SVMs. The best EER from the template generation and the distance calculation method of the
previous work [6] to each axis signal for this dataset was
7.8%. Proposed method could outperform the previous study
method.
Figures 13, 14, 15, and 16 show the receiver operating
characteristics (ROC) curves for uni-sensor acceleration,
uni-sensor angular velocity, multi-sensor fusion from four
distances, and multi-sensor fusion from seven distances.
These graphs show trade-off relations between the FAR and
FRR. To compare the performance of each multi-sensor
method, we plotted the ROC curves whose methods showed
the best EER in the each combination in Fig. 17. From this
ROC curve, we can observe that authentication method multi-sensor multi-sample with 4 distances shows the best performance.

Table 2: EERs [%] by each distance calculation method with
DTW.
Manhattan
Euclidean
distance
distance
𝒂𝑥
8.8
10.4
𝒂𝑦
5.3
6.0
𝒂
4.6
6.2
𝒈𝑥
6.6
7.0
𝒈𝑦
8.2
9.7
𝒈
7.4
8.9
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Table 4: Uni-sensor EERs [%].
Uni-sensor uniUni-sensor multisample authentication
sample authentication
4.5
2.2
2.2
2.4
3.1
3.0

0.001
0.001

0.010

FAR

0.100

1.000

1.000

Table 6: Multi-sensor EERs [%] fused seven distances.
Multi-sensor
Multi-sensor
uni-sample
multi-sample
authentication
authentication
Sum
1.5
1.1
Linear
1.4
1.2
RBF
1.2
1.1
LLR
1.5
1.3
𝒂𝑥
Uni-sample Ax
𝒂𝑦
Uni-sample Ay
𝒂
Uni-sample Az
𝒂𝑥
Multi-sample Ax
𝒂𝑦
Multi-sample Ay
𝒂
Multi-sample Az

FRR

0.100

0.010

Figure 14: ROC curves of uni-sensor methods for three-axis
angular velocity.

Table 5: Multi-sensor EERs [%] fused four distances.
Multi-sensor
Multi-sensor
uni-sample
multi-sample
authentication
authentication
Sum
1.7
1.2
Linear
1.5
1.0
RBF
1.4
1.0
LLR
1.5
1.1

1.000

0.100

Uni-sample Sum
Uni-sample LLR
Uni-sample Linear
Uni-sample RBF
Multi-sample Sum
Multi-sample LLR
Multi-sample Linear
Multi-sample RBF

0.100

FRR

8.8
5.3
4.6
6.6
8.2
7.4

Uni-sample Gx
𝒈𝑥
𝒈𝑦
Uni-sample Gy
𝒈
Uni-sample Gz
Multi-sample Gx
𝒈𝑥
𝒈𝑦
Multi-sample Gy
𝒈
Multi-sample Gz

0.010

0.001
0.001

0.010

0.100

1.000

FAR

Figure 15: ROC curves of multi-sensor methods from four
distances.
1

Uni-sample Sum
Uni-sample LLR
Uni-sample Linear
Uni-sample RBF
Multi-sample Sum
Multi-sample LLR
Multi-sample Linear
Multi-sample RBF

0.1

FRR

𝒂𝑥
𝒂𝑦
𝒂
𝒈𝑥
𝒈𝑦
𝒈

1.000

FRR

Table 3: EERs [%] by each distance calculation method with
linear interpolation.
Manhattan
Euclidean
Crr
distance
distance
distance
𝒂𝑥
14.0
20.5
19.2
𝒂𝑦
11.2
14.1
7.9
𝒂
13.4
18.3
11.6
𝒈𝑥
14.1
15.9
11.2
𝒈𝑦
15.0
18.9
16.3
𝒈
15.2
19.1
9.5

0.01

0.010

0.001
0.001
0.001
0.001

0.01

0.1

1

FAR
0.010

0.100

1.000

FAR

Figure 13: ROC curves of uni-sensor method for three-axis
acceleration.

Figure 16: ROC curves of multi-sensor methods from seven
distances.

International Journal of Informatics Society, VOL.8, NO.1 (2016) 3-13

FRR

0.100

0.010
Uni-sample RBF from 4dist.
Multi-sample Linear from 4dist.
Multi-sample RBF from 4dist.
Uni-sample RBF from 7dist.
Multi-sample Sum from 7dist.

Multi-sample RBF from 7dist.
0.001
0.001

0.010

0.100

FAR

Figure 17: ROC curves of the best EER methods in each
multi-sensor combination.

5

DISCUSSION

This research described here is an effort to improve the accuracy of gait-based authentication. We applied multi-sensor
and multi-sample fusion to improve accuracy as compared
with the uni-sensor and uni-sample method. The results of
the tests are summarized in Tables 4, 5, and 6.
Comparing the effect of uni-sample and multi-sample, unisensor multi-sample (the best EER = 2.2%) is smaller than
uni-sensor uni-sample (the best EER = 4.6%), giving a relative reduction in EER of 52.2%. Similarly, the multi-sensor
multi-sample method from four distances (the best EER =
1.0%) is smaller than multi-sensor uni-sample method (the
best EER = 1.4%), giving a relative reduction in EER of
28.6%. The multi-sensor multi-sample method from the
seven distances (the best EER = 1.1%) is smaller than multisensor uni-sample method (the best EER = 1.2%), giving a
relative reduction in EER of 8.3%. The results show that the
multi-sample method is effective in gait-based authentication. However, in the case of multi-sensor authentication
from the seven distances, the effect of multi-sample is
smaller than the case of the other authentications.
Comparing the effect of multi-sensor, multi-sensor unisample from four distances is smaller than uni-sensor unisample, with a relative reduction of 69.9% in EER. EER of
multi-sensor multi-sample from the four distances is smaller
than EER of uni-sensor multi-sample, with a relative reduction in EER of 54.5%. Similarly, EER of multi-sensor unisample from seven distances is smaller than EER of unisensor uni-sample, with a relative reduction in EER of
73.9%. EER of multi-sensor multi-sample from seven distances is smaller than EER of uni-sensor multi-sample, with
a relative reduction in EER of 45.5%. The results show that
the multi-sensor method is effective in gait-based authentication.
Comparing the effect of fusion algorithms, SVM with
RBF indicated the best performance in the four types of
multi-sensor authentication. Hence, SVM with RBF is effective in gait-based authentication.
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Comparing the effect of the multiple distances, in the unisample authentication, the best EER from seven distances
show the smaller value than the best EER from four distances. However, the best EER of four distances show the smaller value than the best EER from seven distances in the multi-sample authentication. We think that Manhattan distances
from three-axis acceleration signals ineffective for accuracy
improvement in comparison with difference of direction of
three-axis acceleration vectors. This is for the following
reasons. EER from four distances shows almost same value
of EER from seven distances. SVM with RBF and multisample from seven distances become significantly lower
performance than SVM with RBF and multi-sample from
four distances in the low FRR area.
Table 7 summarizes the best EERs of previous work with
a uni-sensor. The conditions are different from those of our
study, making simple comparison of the results of all the
work difficult. However, we outperformed all of the previous methods. The work in [6] authenticated 50 subjects
whose acceleration sensor was in a front trouser pocket. The
condition of sensor location was similar to that of our experiment. The best result (EER = 7.3%) was obtained by calculating the Manhattan distance. The proposed method outperforms this previous work under the same sensor condition.
Furthermore, our proposed method also outperforms the
distance calculation and template generation methods of
previous work on the same dataset.
In this experiment, to obtain the subjects’ signals without
effect of pocket form, the sensor unit was attached to their
thigh. From the result of this experiment, we evaluated the
accuracy based on the pure signals without noise caused by
the pocket. However, when considering the case of actual
use, we need to evaluate the accuracy of the proposed method under the condition of putting the sensors into subjects’
pockets.
This study was researched based on the premise that walking patterns of all people were the feature which could identify only one person. This premise is not clear. However, the
researches of gait recognition based on dynamic image
achieved high accuracy with large number of the subjects.
According to these researches, there is possibility that walking pattern is unique feature. Furthermore, it is not known
whether the distribution of features from walking signals is
uniform. It is important to clarify these issues for updating
this research. To verify these things, we will need to collect
the large scale dataset.

6 CONCLUSION
This paper proposed multi-sample and multi-sensor method for accuracy improvement of gait-based authentication
and verified the effectiveness of the proposed methods.
First, we observed the relation among the steps and sixaxis signals in order to extract the quasi-periodic signals
generated by walking motion of the same gait phase order in
all subjects by using two force sensors and a six-axis sensor.
These findings show that it is possible to divide into quasiperiodic signals by extracting x-axis acceleration from local
maxima to next local maxima.
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Table 7: EERs of uni-sensor-based authentication work.
Number of subReference
Best EER[%]
jects
Jani et al. [4]
36
7
Gafurov et al. [5]
22
16
Gafurov et al. [6]
21
5
Gafurov et al. [7]
50
7.3
Gracian et al. [8]
11
3
Derawi et al. [9]
60
5.7
This paper
50
1.0
Next, to improve the authentication accuracy, we proposed
multi-sensor and multi-sample authentication methods. To
find the appropriate methods for each process, we verified
the authentication accuracy calculated by each method, distance calculation methods, fusion algorithms, multi-sensor,
and multi-sample. From these experiments, we could find
the appropriate methods to obtain the better authentication
accuracy in the gait-based authentication.
We evaluated the proposed method with 50 subjects. The
best EER performance was 1.0%, which was achieved by
the combination of multi-sensor multi-sample using SVM
with RBF from four distances. These results show that multi-sensor multi-sample authentication is useful for gait-based
authentication. We confirmed that the proposed method using appropriate methods which were obtained from this
study leads to better performance than the conventional
methods.
In the future, we need to collect the gait data in an experimental condition that is similar to an actual use environment
(e.g., a corner, a slope, with different type of pockets, and
with different type of shoes) for the feasibility experiments.
Furthermore, this experiment could indicate the combination
effect of acceleration-based authentication to angular velocity-based authentication. However, it was not clear whether
the combination of angular velocity-based authentication to
acceleration-based authentication is effective. We think we
will try to evaluate this question under the actual use environment, after collecting the large dataset.
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