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Abstract - For conventional network management it is im- stamp of the polling request or the response can be considered
plicitly assumed that the managed object will not change its as the time-stamp of the information.

location. So only the static information is available, which  There is a wide fluctuation of response time in mobility
is used for simple reporting. The scenario is quite different aware networks due to the instability of reachability and this
with mobile devices, as devices are inherently dynamic. It can cause severe degradation of quality of collected informa-
causes difficulties for monitoring processes of managementtion. Though there are certain conveniences of network mo-
information due to roaming of devices or wireless signal er- bility, considering NEMO environment, but optimized route
rors. So it has become imperative to review the current ap-can not always be used. In that case, the amount of polling
proach of network management. To overcome this problem,traffic could be substantial. With available bandwidth for
we propose a new network management technologies basedireless network is usually narrow, it can cause severe net-
on standard network management protocol. Our focus in thiswork congestion on certain links. In this paper, we propose a
paper is mainly on two items: (i) location awareness, and network management framework, which takes into consider-
(i) intelligent monitoring scheme. Here, we explained about ation the inherent dynamic nature of location and the instabil-
MobilelPv6/NEMO-MIB, which is aware of mobile device’'s ity. The rest of the paper is structured as follows. In Section 2
dynamically changing location. We have also discussed aboutwe describe the problem statement. In Section 3 we presents
the monitoring scheme of network management information our proposal on MobilelPv6/NEMO-MIB and two monitor-

in detail. ing schemes. Evaluation is discussed in Section 4 and related
works are described in Section 5. Finally we conclude our
Keywords: MobilelPve, NEMO, SNMP, Mobility work in Section 6.

2 Problem Statement

. o . 2.1 Network Model
Location of managed object is implicitly assumed as static

for traditional network. The location related information, if MobilelPv6[1] and NEMO (Network Mobility Support)[2]
available is static and its use is limited to reporting purposes.realize node and network mobility in IPv6 Internet.

However, with mobile devices these attributes are inherently The MobilelPv6 architecture is described in terms of three
dynamic. So, it is important for network management to un- types of entities: mobile node (MN), correspondent node (CN)
derstand the dynamics of location of devices for planning, ad-and home agent (HA). When a MN roams from one network
ministering and controlling a network. When planing, distri- to another, the IP address changes. This address is called
bution or managing configuration of parameters in mobility Care-of Address (CoA). Each MN has its own IP address
protocols, density, roaming frequency and visiting duration authorized by its home network, and called Home Address
of devices in the network are the important pieces of informa- (HoA). When CoA of MN changes, MN registers it to HA
tion. So it is essential to review the current approach of man-with HoA. HA maintains the registered CoA/HoA sets of MNss.
agement and further reconsideration is required for configu-1It is calledbinding cache When packets from CNs destined
ration, operations, performance and security management. to HoA come, HA forwards them to the registered CoA.

The basic concept eéachabilityhas changed due to the in- NEMO is a simple extension of MobilelPv6, adding an en-
troduction of mobility of devices. An IP network can be con- tity called mobile router (MR). A MR is basically a router
nectionless and the routes may change dynamically. But inwith the additional functionality of mobility support that nor-
conventional thinking, under normal circumstances network mal routers does not have. A MR registers its network prefix
devices are considered to be reachable. The same assumptidn the binding cache. The prefix is called Mobile Network
is extended to the manager-agent management framework aBrefix (MNP). Nodes connected to MNP can have mobility
well. In monitoring process, polling at a regular interval is with MR.
conducted to collect management information. This interval In this paper, we call MN and MR arobile devicesBoth
is generally set larger than the response time, so that the timéobilelPv6 and NEMO enable global mobility of mobile de-

1 Introduction
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vices with no restriction of area. 4 N\ / N\
Manager [Needs]
2.2 Needs of New Management Framework 7 (" Intelligent )
Generally management of network devices is carried out by SNIMP Monitoring
monitoring or setting the value of a “Managed object(MO)". polling over un-stable
MOs are accessed by SNMP. The traditional SNMP-based \__reachability )/
network management adoptgnager-agent management fra- [Needs]
mework. Agents that employ MIBs are monitored by a man- Agent ( . \
ager or managers using SNMP. Fig.1-(a) shows the overview W ]. Location-aware
of this framework. Fig.1-(b) describes two additionally needed NewMIB for
extensions, to take into consideration the inherent dynamic | Device | | MobiIeDevice| &mb'lede"'ces
nature of location and the instable nature of network reacha- \_ J O j
bility. (@) (b)

First, for all practical purposes, the scope of the concept of
location in traditional network management has been limited
to the “sysLocation” in the MIB-I11 [3] that is the MO provided
static descriptive value. The traditional MIB-II is insufficient
for managing dynamic nature of location because the location
of a device changes dynamically in networks that support mo-
bility. So the new MIB should be aware of inherent dynamic
nature of location of devices. Thigcation-awareMIBs will
be needed. Main concern is the concept of location of the mo-
bile device, and how to monitor and track the device locations

Figure 1: Manager-Agent management fravoek using
SNMP (a)Traditional management: Manager monitors de-
vice’s MIB. (b) Extensions needed: 1) new location aware
MIB of mobile device and 2)intelligent monitoring scheme
that realize monitoring over instable reachability.

e Geographical Location: the longitude, latitude, altitude
information of the mobile device.

monitored continuously especially in MobileIPv6/NEMO en-  |n the traditional network, all aspects of location of a device
vironment. In section 2.3 we consider how to monitor the are fixed. Fig.2 describes three separate scenarios of location
location of mobile devices. changes for mobile devices in MobileIPv6/NEMO network

The second need is to overcome the instable nature of netenvironment. We can see that device and network mobility al-
work reachability. Monitoring process is crucial for many lows three different location aspects to change independently.
types of management information, because the change in the |n scenario type-(1) the MN moves from a segment under a
values of the MOs with time is of key interest. Monitoring router (inside the school) to the other segment which is under
performance of mobility protocols, mobile devices and appli- the MR (mobile router deployed inside the school-bus) within
cations on the devices is an important aspect of network manthe same organization (school network). In type-(2) the MN
agement. Location information also should be monitored. It jtself does not move, the MR leaves from one organization
is important to carry out periodical and continuous polling (school network) and connects to the other organization (pub-
precisely. But the wide fluctuation of the response time be- |ic network). In type-(3) the MN moves from the segment
tween the manager and the agents caused by roaming of thgschool-bus network that attaches to the public network) to
device is unavoidable. The transient failure of wireless links another segment that be|0ngs to a different organization (fam_
will cause large number of packet losses. SNMP polling suf- jly network).
fers from several polling timeout and they degrade the qual- ~ As described above, these location changes occur dynami-
ity of collected management information. It is difficult to  cajly and independently, sometimes without user’s intention.
maintain a simplified monitoring process. Monitoring pro- | opking current locations of mobile devices enables man-

cess should be mOiBte”igenttO overcome InStabI|Ity of the agers to get the current view of their managing deviceS, and
reachability. In section 2.4 we consider about this problem the network.

and propose a novel technology for continuous device moni-

toring over an instable network. o 2.4 Intelligent monitoring scheme
The new dimensiondpcation-awarenessandintelligent
monitoring schemeadded to networking by mobility require Itis important to carry out periodical and continuous polling

extensions to the traditional network management framework.precisely in monitoring process. However, in general the con-
cept of “time” in traditional monitoring does not have an exact
2.3 Location-awareness definition.

As Fig.3-(a) shows, in some cases it is the time when the
request was sent by a manager. In others it is the time when
the response is received. It is considered to be an unneces-
« Organizational Location: the administrative domain to Sary overhead to tag every observation with the actual time

which the mobile device belongs. of the observation. In traditional networks the RTT between

the manager and the monitored agent is generally of the order
e Segment Location: the subnetwork to which the mobile of 10ms. On WLANSs it can goes upto the order of 100ms.
device is attached. The polling intervalt is of the order of several seconds. So,

We classify the concept of location of a mobile device based
on these three aspects:
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Timestamp Mismatch:
<value> : stateof MO at 72 ~13
<timestamp>: Manager puts 71 or 74
<timestamp> <value>

pollinginterval : t

<timestamp> <value> If (<timestarmp>=T1AND T2-T1<<t)or
<timestamp> <value> (<timestamp>=T4AND T4-T3<<t)
<timestamp> <value> :OK (stable case)

o Ca oG

Segrrent—b

Segment-C

Ese : NG (unstable case)
Organization-A (School) Organization-B (Public) || organization-C (Family)
Manager | Query |  Agent
Locationof Device | Organization Segment Geographic
Type{(1) Unchange (A->A) | Change(a->b) change
T2 (ReceiveQuery)
Type{(2) Change(A->B) Unchange(b->b) | change b
Type-(3) Change(B->C) Change(b->c) | change (interval=t) T3 (SendResponse)
T4 (ReceiveResponse)
Figure 2: Three typesf location changes in a mobile node: TI+t (Serduery) | T
Organization/Segment/Geographical location changes occur \ T T

separately. (a) Normal Monitoring

i i 1 i H Solution:
the inaccuracy mtrodqced in thg time-stamp may considered ﬁ;‘tmmi rrecddata \
to be negligible. But in a mobility-aware network, the RTT Agentt knows pollingintervalt <timestamp> <value>
. . iy . <value> : state of MO at Ta +i*t <timestamp> <value>
may vary widely. Typical latency of hand-over within same <timestarmp> : Agent puts Ta+i* (0<=i) | <timestamp><value>
i iai - =Mibonitoring is not affected by <timestamp> <value>
wireless access media is 300-500ms (L2 movement), and at arge and

least 3 seconds (L3 movement) [4] without any optimization.
Thus information collection by polling aegular intervals Manager |
in the traditional mode may cause an accuracy degradation I
of periodical information. Additionally, a traditional SNMP
manager uses RTT information to fix the polling timeout. In
the case of periodical polling, this approach results in a large
number of timeouts and consequent data loss in data collec-

tion. This causes severe degradation in the quality of collected L M Tatt
information. h T

To overcome these problems, we had previously proposed (b) Timestamped-Monitoring
the timestamped monitoring techniqué&ig.3-(b) shows the
brief structure of this technique. Theilk retrieval technique  Figure 3: Timestampecthonitoring - (a) Normal periodical
can be realized wittimestamped monitoring & bufferiqgro- ~ monitoring contains risk of time-stamp mismatch (b) Agent
posed in [5] to solve the problem of data loss. Data buffering itself puts time-stamp
at the agent-side recovers data losses in polling.

>

Query
Response

(interval=t) <Ta, value>

In NEMO environment, where route optimization is not 3 Proposal
supported, all packets toward MN are forwarded through HA . )
because packets from Manager to MN are encapsulated in3'1 MobilelPv6/NEMO-MIB

ferring the excess of management information may causesnyironment to manage the location as the three scenarios
performance degradation of HA network. So, if possible, it giscussed in Section 2.3, pre-defined Management Object is
would be better to monitor MN without going through this needed. Therefore, we proposhtbbilelPv6-MIB [6] and
tunnel, i.e connect directly. When MobilelPv6 supports route NEMO-MIB [7] objects in the MobilelPv6/NEMO-MIB as
optimization, manager just monitor the MN. shown in Table 1. The kinds of Managed Objects at HA/MNs/
Fig.4 explains another problem intuitively. During MR's MRs/CNs are decided according to the functions of mobile
long term disconnection, there will be large amount of data devices. For example, since MobilelPv6 Binding Update Re-
buffered at agents. Just after reconnection, agents may senguests that have been received and accepted are managed by
them all together and there will be a sudden surge in moni- HA and CN; managed objects for them caltegp6BindingCa-
toring traffic. It causes congestion of MR’s upstream link and cheTableandmip6BindingHistoryTabland are placed on MIB
may seriously affects other communications of MNs. If MR agent at HA and CN. Other objects are also placed in the same
moves into a narrow bandwidth environment, the effect of this way.
problem become severe. We need to control the timing or the A mobile device’s global address (CoA) potentially reveals
amount of monitoring traffic to avoid this. Also, since the address of the network to which the device is attached. Thereby,
number of MNs are much larger than the HAs, the influence the location of the mobile device (the organization and/or the
of managed data collected from HA should be much smaller segment that the device exists in) can be traced. Location
than the MNs/MR. Therefore, we mainly focus on the casesinformation can be collected frotminding informationavail-
where managed objects are collected from MNs/MRs and notable at the HA that is communicating with the mobile device
from HA. (MR/MN).
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Manager Manager Manager m <timestamp><MN_n><value>
T T T nemoBindingCacheTables] <timestamp><MN_n><value>
1 1 <timestamp><MN_n><value>

1
1 2
! <timestamp><MN_n><value>

' /

Responsg Query

polling (roaming/disconnection) ~
R ‘ Manager | Query Query e
Response Time Series Response
Data
Agent Figure 5: Overview oflirect monitor method
() () [ feeTsstartsending connect MN directly. As manager can connect CoA of MR
buffered data di . . .
irectly, in our proposed method we are considering about
) ) fetching the management information of MN through MR.

Figure 4 (a) Normal polling (bAgents buffer data dur- Fig.5 illustrates the overview of the direct monitoring meth-

ing MR’s d|sc0nn§ct|on (c) Data sending after reconnection 54 At MR we use buffering scheme like mobisnmp[5]. Its
causes a congestion of MR's upstream managed values are buffered not only time-stamp but also

identifications of each MNs. Here MR periodically monitors
. . X . the managed value from MN and store it in its buffer. When
m,atlon of mobile Qewces, by using MNPs of MRs and MR/M- manager tries to request the buffered managed information,
N.S CoAs. _l\_/loblle_IPv6_-MI_B is the MIB module for MO' first, the manager picks up a MR’s CoA in the nemoBinding-
p'IGIPVG em't'es‘ m!pGBlndmgCache_:TabIE_evegls the bing- CacheTables of HAs NEMO-MIB. Then it collects managed
ing F:ache |nformat_|on of MNs that is maintained in the HA information buffered in MR. Since MR's COA may change
(orin the CN). This rgveals the seg-ment wherg the MN is frequently, manager always makes continuous efforts to pick
connected. If the prefix of the CoA is from static network, it up. This method can omit wasted managed traffic, and thus

thg organ?zatiqn where the MN is cohnectgd i?’ also revegled.can lead to higher performance, especially when bandwidth
mip6BindingHistoryTablénas the expired binding cache in- of HA is narrow.

formation. We can track the movement of mobile devices
from the history. mip6MnBLTabléds the list of binding up- .
date that is ma)ilntaiged by the mobile device itself. gI]t sEows 3.3 Delayed Data Sending Method

the attempts of binding update by the MN. It is possible by  we propose a novel method to prevent congestion on MR’s
USing this table to get information of CoAs even after some upstream link caused by SNMP agents that buffered |a|’ge
binding updates had been faileddEMO-MIB is the MIB  amount of management information and send them at a burst.
module for NEMO entities.nemOBindingCaCheTable ex- We call this method ade|ayed data Sending method. The

tended withmipéBindingCacheTablelt will serve the seg-  jdea is illustrated in Fig.6. This method is based on direct
ment/organization information of MRs. NEMO-MIB also de-  monitoring method.

fines thenemoHaMobileNetworkPrefixTabileat contains in- The MR monitors the polling interval that managers re-
formation of the registered MNP in the MR's network. Ifthe guests for managed information. When the MR’s upstream
mobile device has the CoA from the MNP, it can be revealed |ink is disconnected, it also monitors the duration of its dis-
that the mobile device is connecting to the MR's segment.  connection. The MR has the configured valueLofL is the
permitted ratio of MR’s upstream bandwidthfor monitor-
ing. Monitoring traffic can consume at mdst L. This value
is configured to avoid congestion of the upstream link. The

These give rise to a new area of managemelotation MR estimates the amount of monitoring traffics to be trans-
management, wherein the location of a mobile device is mon- . : 9 o
mitted after the upstream is reconnected. If monitoring traf-

itor nalyz tiliz n ntroll new lications _. L ,
ored, analyzed, utilized and controlled, as new applicatio Sfc M assumes to exceed the limitatiéh x L during next

are emerging in this area. It helps to diagnose the cause o e . .

the faults, performance degradations, and so forth. Manager ransmission, proposed method demde; how much t_ransmls-

have to find and monitor changes in these locations all the>1oN should.b.e delayed and hQW many t|mes information data

time. shoqld.be divided so that monitoring traffic would not exceed
the limit.

Considering the interval of monitoring traffic, amount of its
traffic, and disconnection duration, MR estimates the amount
To collect management information effectively, we propose of monitoring traffic traveling through MR at each time. If
a direct monitoring method which stores the managed infor- total amount of monitoring traffid/ assumes to exceed the
mation on MR for MNs. limit U x L, MR delays and divides the transmission into

In NEMO environment which does not support route opti- blocks with the following procedure. In our scheme, we take
mization, packets from Manager to MN are encapsulated inthis approach so that each traffic will be distributed fairly.
bi-directional tunnel between HA and MR. As all the pack-  If monitoring traffic exceeds the limitation value &fx L,
ets toward MN are forwarded through HA, manager can not MR at first divides the information data intaV//U x L]

The MobilelPv6/NEMO-MIB can provide location infor-

3.2 Direct Monitoring
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Table 1: Manage®bjects in MobilelPv6/NEMO-MIB related to location management

Name of the object Entities to maintain| Description
MobilelPv6-MIB mip6BindingCacheTable HA/CN Models the Binding Cache
mip6BindingHistoryTable HA/CN Tracks the historpf the Binding Cache
mip6MnHomeAddressTable MN(MR) List of Home Addressegertaining to the MN(MR)
mip6MnBLTable MN(MR) Models the Binding Updatkist
NEMO-MIB nemoBindingCacheTable HA Extended Binding Cache INEMO
nemoMrBLTable MR Extended Binding Update Lish NEMO
nemoHaMobileNetworkPrefixTable HA List of Mobile Network Prefix registered by HA
send at tex:node ab.c.d i dispersing process at tex Nhnager
n send at tex:node ab Home Network
n delay time  send at tex*1:node c,d
M D=1[s]
1B [ b d
n |:> M2 a5
expected sending tex textl te; tel><+1

data size[bit]

expected sending
data size[bit]

PublicCellular
Network
(W-CDMVIA)

Figure 6: Delayed datsending method

blocks, for exampleB;, Bz, B3. Then transmission time of [Room]] [Roqrrﬂ] [R00_rn3]
divided blocks are arranged so ti4, Bs will be transmitted Home Network ForeignNetwork Foreign Network
(non-Native IPv6) (NativelPv6)

att+u, t+2u, wheret is the transmission time d#; andu is
the unit of time. If maximum amount of arranged monitoring
traffic M still exceeds the upper bound limit &f x L, then ~ Figure 7: Topologyof the experimental network: It includes
each block of transmission is divided into two. Then trans- 2 foreign networks: the native-IPv6 network and the cellular
mission time of divided blocks are re-arranged again. In spite network which is non-native-IPv6 network.

of the adjustment, if it exceeds the limit, MR plans to divide

block of transmission into three. In this way, re-arrangement ~ 1here are 3 rooms, each room has different types of access
of the delay and division of the transmission will be done re- N€twork. In Room-1 the AR connects to the home network,

peatedly until maximum amount of monitoring traffid is that is, where the HA of MR exists. Its structure is almost
less than the limitatiod” x L. A more detail description of ~Same as a simple LAN. The IPv6 upstream of our laboratory
our method can be found in [8]. is JGN2-IPv6. In Room-2, it is a foreign network, and the up-

Fig.6 shows a very simple case to explain it. There are stream is via cellular network. Here IPv6 connection is non-
4 nodes, a, b, ¢ and d. In this case, for node ¢ and d, MRNative, thatis, the IPv6 connection is provided by tunnel tech-
waits for 1 sec to send the data. As a resilt, has been nology. Also Room-3 is a foreign network but here it natively
successfully controlled not to exceed the limit4{). Inthis ~ CONNECts to IPV6. It connects to IRENET-IPv6. In Room-1
way, delayed data sending method can control transmissiorf"d Room-3, ARs are wire-connected. But in Room-2, the
for large amount of buffered management data effectively. If AR has a cellular network interface and is connected with the

MR moves into a narrow bandwidth environment. our method Wireless link. These networks can be divided according to its
becomes more effective. ' performance. In Room-1 RTT and packet loss rate between

HA and MR is low. In Room-2 the RTT between HA and MR
) is big and there can be high packet loss. In Room-3 packet
4 Evaluation loss rate between HA and MR is low, but RTT is medium. In
this experiment, MR stays in Room-1 for 30 sec. Then MR
moves from Room-1 to Room-2 and stay for 60 sec. Finally
it moves from Room-2 to Room-3.

4.1 Experimental Environment

We build an experimental MobilelPv6/NEMO network in
our laboratory, using SHISA [9], one of most widely-used
MobilelPv6/NEMO implementations. Fig.7 shows the struc- 4.2  Binding related data collection using
ture of the network. IPv6 is deployed in the entire network. prototype system
One single MR is attached with a few MNs. It can moves
from one network to another. Each network has an Access Fig.8 shows the result of polling by the prototype SNMP
Router (AR). manager from the prototype MobilelPv6/NEMO-MIB mod-
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srmpwa |k -v 2c -c #keex udpb:homeazent mipBCore -]
DBILEIPYG-MIB: :mipbCapabilities.0 = BITS: 00 00 00 00
OBILEIPYG-MIB: :miphStatus.0 = INTEGER: enabled(1)
(B PYE MBI mi kBB indinaCOAType CipvB L3207 oeerx 00,195 = INTEGER: ipvBI(2)
Binding ¥l :michBindins(04 ol 1otrorx 20 180 = Hew-STRING: 20 01 14 C
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E FVE- :mipbBindineaxiea ey L LkRRR D, = Gaugesi:
QEILE VMBI e 0 Agapee e oot D T [ MR's Care of Address |
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(a) snmpwalk to the HA: Binding Cache information
| VR’s HorreAddrssI
srmpwa |k -v 2c -c Rekekx udpBimobilerouter mipOM -]
b il 53 1 11 M Home A cdd ressTupe L ipvl 32,1 0kex 25,105 = INTEGER: ipvB(2) 4
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(b) snmpwalk to the MR: Binding Update List information

Figure 8: Screenshot of SNMP pollirg the implemented prototypes in Room-2

ule implemented in SNMP agents running on HA and MR Host B

when MR stays in Room-2. Fig.8-(a) shomgp6BindingCac- Manager

heTable(ensure consistency binding cache table) from the ‘H === Host C.1
HA. Fig.8-(b) revealsnip6MnBLTabl€binding update list ta- == P HA N

tion about bindings from MIB modules in every case that the
MR/MN connects to one of the 3 rooms in our experimen- ]
tal network. This result proves that our MIB implementation 2l = MN 1
can provide correct binding related information to managers AR 4 :
without serious trouble, in a reasonable MobilelPv6/NEMO .
environment. MN 50
Besides, we confirm the consistency of SNMP agent’s in-
formation between HA and MR. Comparing with Home Ad-
dress of in MR in Fig.8-(a), we can obtain MR’s care of ad-
dress from HA's mip6BindingCacheTable. By another way ) i i ) -
by using snmpwalk to MR, MR’s care of address can be also Simulation emironment is shown in F|g.9. There are 50
obtained from the mip6MnBLTable in Fig.8-(b), because MR MNs connected gnder the _MR' We configured that, 1) man-
is equivalent to be MN in MobilelPv6 protocol. Additionally, 296" Polls MOs in 30 sec interval, 2) each MN collects 10
MR’s HomeAddress is same as that of Fig.8-(a). These re-MO Per 5 sec, 3) the size of each MO is 100 bytes, 4) five

sults proves that our prototype system can keep consistenC)bIOStS (C1, C2, C3, C4 and C5) are connected at HA to pro-

with obtained information from HA and MR. guce bac'l;gr\roundd Jgﬁic IOW?rd h%St Bili) I\,>I/IbR's banddwigth
To our knowledge, this is one of the pioneering work on etween an IS configured as ps, and others

implementation of MobilelPv6/NEMO-MIB. It demonstrates are set at 50 Mbps. Slmulz_:ltlo_ns time is 600_38(?0”0'8' To in-
the feasibility of monitoring mobile devices using the Internet Cr€Se the amount of monitoring bursty traffic, link between
standard network management protocol, SNMP. Apart from MR and AR goes dow_n from 9(_) to 210 sec. _ )

the traditional traffic or configuration information, the Mobile- In the aboye described environment, two kinds of simu-
IPV6/NEMO-MIB does contain information that provides lo- |ation scenarios are examined. In scenario (1), VoIP traf-
cation information in one form or the other for monitoring fiC iS transmitted from one of the MN to Host B at 1Mbps.
mobility. Information that can be collected from MobilelPve/ !N scenario (2), five hosts (C1, C2, C3, C4 and C5), which
NEMO-MIB is mandatory in developing new management '€ coqnected undgr HA, transmit traffic to B at 10 Mbps
applications for location-aware network management in Mo- '€Spectively. The limiting valud., the permitted ratio of
bilelPv6/NEMO network. The example of application is ex- MR’S upstream bandwidtiy/ for monitoring, is configured

plained in section 4.4. as0.1(= 10%).
By scenario (1), we confirm that proposed method can keep

the monitoring traffic to a constant level and lead to the reduc-

tion of interference on VoIP traffic in terms of throughput and
To verify the effectiveness of our proposddlayed data jitter.

sending method, we compared the performance by using ns-2 Fig.10 shows monitoring traffic during simulation. Traffic

[10]. details just after the re-connection is shown in Fig.11. These

ble) collected from the MR that corresponds to (a). Router2 ‘% [“V'
We confirmed that the manager can get correct informa- -*J\&Host c5
Router '

Figure 9: Simulation environment

4.3 Delayed data sending method
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graphs show that, without controlling, the amount of traffic vi- _ ] o
olates the limitation. On the other hand, our proposed methodFigure 12: Comparison dhroughput when the transmission

hardly exceeds the limit. Therefore our proposed methodiS Petween MN to host B
can effectively distribute bursty management data transmis-
sion for avoiding congestion on upstream link of MRs.
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Figure 11: Detail oimonitoring traffic right after the link be-
tween MN to host B

tween MR and AR has recovered

To confirm that proposed method can reduce the interfer-
ence on VoIP between MN and host B, throughput and jit-
ter of VoIP are measured as shown in Fig.12 and 13. These 1,400 . — .
results show, that by suppressing the amount of monitoring P —
traffic to a lower level, proposed method can enable VoIP not 1200 ¢
only to achieve higher throughput but also can keep jitter low.
Therefore, the proposed method can reduce the interference
on other traffic under MR during monitoring.

Finally, to show the effect of direct monitoring, we measure
the traffic from one host connected under HA to host B. Traf-
fic on host C3 and host C4 is shown in Fig.14 and 15 respec-
tively. Both results show that proposed method is free from
interference of monitoring traffic, and thus achieved higher
throughput. This means proposed scheme is capable of re- 0 . . . . . .
ducing the interference on HA traffic effectively. 200 210 220 230 240 280 260 270

Through these results, our proposed scheme shows it can Timets
solve the congestion occurred at MR. Additionally the scala-
bility in terms of processing is an important factor. In NEMO
environment, Mobile Nodes under MR assume to be small
devices like living sensor which only supports IPv6 protocol
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Figure 14: Comparison dhroughput when transmission is
between C3 to host B
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and SNMP function to provide Manage objects. It is desir- Figure 16: The screenshot of tfegplication that realizes
able to store and coordinate the timing to transfer the data oflocation-aware network management

Managed Object by MRs but not MN which has higher per-

formance than MN. As for storing Managed data, our previ- Possible to locate the bus on the geographical map. It works
ous work to store the Managed Object in [5] shows its adverse0nly as an interface to point out for human managers that
effects are nominal. So it is also valid for this work. Regard- manages MRs. When a human manager points the bus, the
ing the influence of delayed data sending method, it should@pplication shows the information of the MR and its network.
be examined in details. There are many ways to reduce its BY using the information from MobilelPv6/NEMO-MIB,
workload, and we will consider them as the future extension it is possible to show the network where the MR is attached

of this work. now. The information of MNP shows prefixes that is reach-
able under the MR. It is also possible to show the number of
4.4 Effective management application using MNs connected to the MR. These functions reveal the net-

work topology of MR'’s network. Traffic information of MR’s
network is also possible to provide. We ensure that our pro-

As explained in this paper, the location-awareness and theposed MobilelPv6/NEMO-MIB overcomes to track the de-
intelligent monitoring scheme are novel and important axes vice locations monitored continuously.
of network management technologies.

In this section we explain about the example application 5 Related works
now we are constructing.

The application will be different from the traditional sim- To reduce congestion Teo et al. [11] proposed a dispersing
ple demonstration of network traffic and configuration infor- scheme of monitoring the traffic by using multiple paths. But
mation. The application uses location information to track it is hard to apply a similar method to NEMO environment
the path of a mobile device. The MobileIPv6/NEMO-MIB where MR may not always have multiple paths, i.e. multiple
modules can provide information of the network that the mo- access router. In[12], distinguishing the monitoring traffic ac-
bile device is currently connecting. It also provides the list cording to pre-provided priority of the packet and nodes, traf-
of networks that the mobile device had been connected in thefic is controlled to avoid congestion. Although this scheme
past. Three types of location of the mobile device can be de-can not be applicable into NEMO environment because mon-
termined with reasonable accuracy using other MIBs that ser-itoring traffic can not be distinguished explicitly according to
vice geographical location information like GPS-MIB. This the MNs’'s managed object. There are several schemes to re-
opens up a new vista of tracking mobile devices for manage-duce the amount of traffic. Well-known Snmp bulk scheme
ment. The application also shows how the path of a mobile to get traffic in single request can surely reduce the amount
device can be tracked even when it is out of network reach. Itof traffic. Although without coordinating the timing of trans-
demonstrates that mobility-aware networks can be managednissions, fundamental congestion problem that the traffic MN
by using already standardized and widely utilized manage-are sent at one time from multiple sources can not be solved.
ment protocol same as any other device and network. The[13] proposed a scheme to transfer managed data from agent
mobility related status, parameters and metrics can be evaluto the manager at regular intervals. Its effect is trivial to re-
ated. The traffic can be monitored and the network configura-duce the congestion since only the amount of requested traf-
tion can be discovered. fic from manager can be reduced. In [14], it estimates and

We envisage the application that supports dynamic networkcontrols the congestion according to the status of nodes and
topology visualization. Fig.16 is a screenshot of the applica- network. This kind of idea can be applicable to NEMO en-
tion. In this image, a MR is deployed on a public transport, vironment. Through this discussion, we can assume that dis-
like bus. GPS equipment is connected to the MR and it makespersing the monitoring traffic at MR based on the estimation

location
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of the amount ofraffic as we proposed is desirable. traffic in NEMO environment (in Japanese),” liBICE
technical report. Information networks, vol. 109, no.
6 Conc|u5|on 189, Sep 2009, PP. 121-126.
[9] “SHISA,” http://www.mobileip.jp/.

For a new network management technology of MobilelPv6/ [10] “The network simulator 2 (ns-2),”
NEMO network environment, we proposdacation aware http://www.isi.edu/nsnam/ns/.
and intelligent monitoring scheme. We explained about the[11] VY.-K. T. J.-Y. Teo, “Interference-minimizedmultipath
MobilelPv6/NEMO-MIBwhich is aware of mobile device’s routing with congestioncontrol in wireless sensor net-
inherent dynamic nature of location, and we introduce an in- work for high-rate streaming/EEE Trans. on Mobile
telligent monitoring scheme. This is one of the first appli- Computingvol. 7, no. 9, pp. 1124-1137, 2008.

cations for monitoring mobile devices and networks that are [12] K. M. C.Wang, B.Li and Y.Hu, “Upstream congestion
entirely based on Internet Standard network management pro- control in wireless sensor networks through cross-layer

tocols of MobileIPv6/NEMO. It expands the scope of network optimization,”IEEE Journal on Selected Areas in Com-
monitoring to mobile devices and networks, and also demon- municationsvol. 25, no. 4, pp. 786795, 2007.
strates new areas of management égation management  [13] J. C. K.S. Shin, J.H. Jung and S. Choi, “Real-
in which network monitoring can be applied. timenetwork monitoring scheme based on snmp for dy-
In this paper evaluation is done with a small experimental namic information,”Journal of Network and Computer
network, to validate the effectiveness of our idea of location- Applications, vol. 30, no. 1, pp. 331-353, 2007.
awareness and the intelligent monitoring traffic. As a future [14] M.Zawodniok and S.Jagannathan, “Predictive conges-
work, we would like to apply our scheme in real environment tion control protocol for wireless sensor networks,”
as discussed in Section 2.3. IEEE Trans. on Wireless Communication, vol. 6, no. 11,

pp. 3955-3963, 2007.
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